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Abstract

The rapid advancement of communication technologies creates significant chal-
lenges in protecting medical imaging data. Digital watermarking has emerged as a
formidable solution, embedding inconspicuous yet traceable information into mul-
timedia content to safeguard data security and authenticity, especially in health-
care. Unlike other methods, watermarking intrinsically links the information to
the data, providing robust protection against tampering and unauthorized modi-
fications.

In e-healthcare, the secure transfer of medical images is crucial for services such
as telemedicine and teleradiology, as it improves diagnostic accuracy and protects
patient data. This study introduces advanced blind watermarking methods based
on biometric technology to ensure secure transmission while maintaining image
integrity and authenticity. The proposed techniques are designed to balance the
practical challenges of detection rates, watermark visibility, and overall robustness.

This work presents robust watermarking frameworks to enhance medical image
management in e-healthcare systems, highlighting practical benefits and chal-
lenges. It integrates advanced security methods like encryption, blockchain, and
compression algorithms, which will be tested in realistic scenarios to validate their
effectiveness. By combining these innovative solutions, this research supports the
creation of secure and efficient systems for electronic medical records.

This thesis introduces two advanced watermarking frameworks founded on bio-
metric technology to ensure secure image transmission while preserving integrity.
The first, a Multi-Layered Security Framework (MLSF), integrates compressed
fingerprint watermarking with encryption and blockchain. The second approach,
Improved DWT and ACM Watermarking (IDAW), combines palmprint features
with chaotic transformations to enhance the watermark’s resilience.

Experimental evaluations confirm the effectiveness of these contributions. The
MLSF demonstrates exceptional imperceptibility, achieving a PSNR of 63.24 dB
and an SSIM of 1.0. The IDAW framework proves highly robust against a range of
attacks, including compression and noise, maintaining a PSNR of 53.95 dB and an
SSIM of 0.99996. By integrating innovative security solutions, this research con-
tributes to the development of secure and efficient systems for managing electronic
medical records in the modern digital era.

Keywords: Medical Images, Digital watermark, Biometric, Teleradiology, Em-
bedding, Extraction, Blockchain, Integrity.
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Résumé

Tatouage numérique des images médicales
pour des applications sécurisées en e-santé

L’avancement rapide des technologies de communication a engendré des défis
importants pour la protection des données d’imagerie médicale. Le tatouage
numérique s’est imposé comme une solution puissante, intégrant des informations
discretes mais tragables pour garantir la sécurité et I'authenticité des contenus, ce
qui est essentiel dans le secteur de la santé. Contrairement a d’autres méthodes,
le tatouage lie intrinsequement l'information aux données, offrant une protection
robuste contre les altérations.

En cybersanté, le transfert sécurisé des images médicales est fondamental pour
la télémédecine et la téléradiologie, afin d’améliorer la précision du diagnostic
et de protéger les données des patients. Cette étude introduit des méthodologies
avancées de tatouage numérique aveugle basées sur la technologie biométrique pour
assurer une transmission sécurisée tout en préservant 'intégrité et I’authenticité
des images. Les approches proposées sont congues pour équilibrer les défis pra-
tiques des taux de détection, de la visibilité du tatouage et de la robustesse globale.
Ce travail présente des cadres de tatouage robustes qui integrent des méthodes de
sécurité avancées telles que le chiffrement, les réseaux blockchain et la compression,
qui seront testés dans des scénarios réalistes pour valider leur efficacité.

Cette these introduit deux cadres de tatouage avancés fondés sur la technologie
biométrique. Le premier, un Cadre de Sécurité Multi-couches (MLSF), inteégre le
tatouage par empreintes digitales compressées avec le chiffrement et la blockchain.
La seconde approche, le Tatouage Amélioré par DWT et ACM (IDAW), combine
les caractéristiques des empreintes palmaires avec des transformations chaotiques
pour renforcer la résilience du tatouage.

Les évaluations expérimentales confirment l'efficacité de ces contributions. Le
MLSF démontre une imperceptibilité exceptionnelle, atteignant un PSNR de 63,24
dB et un SSIM de 1,0. Le cadre IDAW se révele trés robuste contre diverses
attaques, y compris la compression et le bruit, maintenant un PSNR de 53,95 dB
et un SSIM de 0,99996. En intégrant ces solutions innovantes, cette recherche
contribue au développement de systémes sécurisés et efficaces pour la gestion des
dossiers médicaux électroniques a ’ére numérique.

Mots clés: Images médicales, Tatouage numérique, Biométrie, Téléradiologie,
Intégration, Extraction, Blockchain, Intégrité.
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General Introduction

In the modern era, integrating technology in healthcare has led to remarkable ad-
vancements in disease diagnosis, treatment, and management. Medical imaging, a
cornerstone of modern diagnostics, is crucial in delivering precise and reliable in-
formation to healthcare professionals. However, the increasing reliance on digital
imaging has introduced new challenges, particularly in data security and privacy.
Medical images often contain sensitive patient information, which, if compromised,
can lead to severe ethical, legal, and financial repercussions. This underscores
the necessity for robust mechanisms to ensure medical images’ confidentiality,
integrity, and authenticity. Among the various security measures, digital water-
marking has emerged as a promising solution, offering the capability to embed
imperceptible yet recoverable information within images. This thesis explores the
application of digital watermarking techniques in secure e-health systems, aiming

to enhance the security and reliability of medical imaging (1).

The rapid digitization of medical records and images has introduced vulnerabil-
ities that malicious actors could exploit. Unauthorized access, tampering, and
data breaches pose significant threats to patient confidentiality and the integrity
of medical data. In addition, the rise of telemedicine and cloud-based storage so-
lutions further amplifies these risks, as medical images are frequently transmitted
over untrusted networks (2). While effective in protecting data during transmis-
sion, conventional encryption methods fail to ensure the integrity of images once
they are decrypted. Consequently, there is a pressing need for a security mecha-
nism that protects medical images from unauthorized access and provides a means

of verifying their authenticity and integrity.



Objectives of the research

The primary objective of this thesis is to develop a comprehensive framework for
securing medical images in e-health applications using advanced digital water-

marking techniques. The proposed methods aim to:

1. Embed robust and imperceptible watermarks in medical images without

compromising diagnostic quality (3).

2. Ensure the resilience of the watermarks against various attacks, including

compression, noise, and geometric distortions.

3. Integrate the watermarking techniques with emerging technologies, such as

blockchain, to create a decentralized and tamper-evident security framework.

4. Provide a scalable and adaptive solution seamlessly integrated into existing

e-health infrastructures.

Core Principles of Security in E-Health

In e-health applications, the security of medical images is critical to ensuring
healthcare services’ safe and efficient delivery. Medical images such as X-rays,
MRIs, and CT scans (4) are integral to diagnosis and treatment planning, making
their protection from unauthorized access and tampering essential. This protec-
tion revolves around the foundational principles of data security: confidentiality,
integrity, and availability (5). These principles are especially crucial in environ-

ments where medical data is stored, transmitted, and accessed digitally.

1. Confidentiality: Confidentiality ensures that sensitive information is ac-
cessible only to authorized individuals, safeguarding patient privacy and
maintaining trust in healthcare systems. Confidentiality involves imple-
menting secure authentication protocols and encryption methods to restrict
access to authorized personnel for medical images. Measures such as access

control systems and user authentication mechanisms ensure that healthcare



professionals, and only those with proper clearance, can retrieve and view

medical images.

. Integrity: Integrity guarantees that medical images remain unaltered and
reliable from acquisition to their use in diagnosis and treatment. This secu-
rity aspect is particularly significant in e-Health systems, where even minor
alterations can lead to misdiagnosis or incorrect treatment plans. Integrity
is maintained by employing hash functions and digital signatures that can
verify the authenticity and originality of medical images. These techniques
detect unauthorized modifications, ensuring that tampering attempts are

identified and mitigated.

. Availability: Availability ensures that medical images are accessible to au-
thorized users when needed, supporting timely and effective healthcare de-
livery. In e-Health systems, this principle addresses the challenges of main-
taining system uptime, even during cybersecurity incidents. Redundancy
strategies, such as backup servers and distributed storage systems, are im-
plemented to prevent downtime and ensure continuous access to medical
data.

Practical Measures for Medical Image Security

Access Control: Implementing robust authentication and authorization mech
anisms to restrict access to imaging systems ensures that only verified health-

care professionals can retrieve and process medical images (6).

Data Segmentation: Segregating medical image data from other network
data minimizes the risk of cross-contamination and limits the impact of

potential breaches (7).

Encryption: The use of advanced encryption techniques during data stor-
age and transmission adds a layer of protection, preventing unauthorized

interceptation or leaks (8).

Regular Audits: Regular security assessments of e-Health systems help iden-

tify vulnerabilities and implement timely updates to safeguard sensitive data.



» Resilience to Attacks: Designing systems to resist tampering, breaches, and
cyberattacks ensures the continued reliability of medical image storage and

transmission (9).

By addressing confidentiality, integrity, and availability through these measures,
e-Health systems can provide a secure environment to manage and use medical

images, fostering trust and reliability in digital healthcare solutions.

Principal contributions

The protection of medical images remains paramount, necessitating robust solu-
tions to ensure their confidentiality, authenticity and integrity. This raises a piv-
otal question. What innovative watermarking techniques can be implemented to
ensure robust protection and secure sharing of medical images in e-health systems?
Our research addresses this question through a novel framework that integrates
advanced watermarking and blockchain technologies to improve medical image

security.

The challenge lies in developing innovative techniques that can robustly protect
medical images without compromising their quality. This raises the question:
What innovative watermarking techniques can be implemented to ensure robust
protection and secure sharing of medical images in e-Health systems? Our research
addresses this question by proposing a comprehensive framework that integrates
advanced watermarking, encryption, and blockchain technologies to improve the

security and reliability of medical images in e-health applications.

1. Comprehensive Framework for Medical Image Security: This re-
search presents a meticulously designed framework that effectively integrates
advanced watermarking, compression, encryption and blockchain technolo-
gies. The innovative framework ensures the secure integration of watermarks
within medical images, thereby preserving exceptional image quality while
proficiently protecting confidentiality and integrity across various e-Health
applications. This addresses significant concerns about data security and

patient privacy.



2. Innovative Watermarking Techniques: The framework incorporates so-
phisticated methodologies, including Discrete Wavelet Transform (DWT)
and Least Significant Bit (LSB) techniques, to embed highly specialized
biometric-based compressed watermarks into medical images. This careful
methodology ensures imperceptibility, rendering the watermark virtually in-
visible to the naked eye while providing substantial robustness against poten-
tial alterations. Additionally, it maintains the integrity of sensitive patient

data, thereby improving the reliability of electronic medical records.

3. Decentralized and Secure Storage Mechanisms: In response to the
contemporary challenges associated with data storage within the health-
care sector, the framework integrates the InterPlanetary File System (IPFS)
alongside Ethereum blockchain technology. This advanced decentralized so-
lution enhances traceability and immutability and facilitates the secure shar-
ing of encrypted watermarked images. Consequently, it addresses the nu-
merous vulnerabilities typically linked to conventional centralized systems,

thereby significantly improving the security of sensitive medical information.

4. Resilience Against Security Threats: The framework is designed to
exhibit robust resilience against a diverse range of image-processing attacks,
which may include compression, noise addition, and cropping factors that
present considerable risks to the integrity of medical images. The strong
protective measures embedded within the framework safeguard the integrity
of watermarked medical images, ensuring their security against unauthorized
modifications, particularly within sensitive e-Health settings where security

breaches can have severe implications.

5. Scalability and Practical Integration: Tailored for real-world applica-
tions in the healthcare sector, the framework demonstrates scalability and
full compatibility with existing healthcare infrastructures, such as electronic
health records (EHRs) and telemedicine systems. It adeptly manages ex-
tensive datasets while rigorously adhering to healthcare privacy regulations,
establishing itself as an efficient solution for secure medical image sharing
within contemporary e-Health systems. Such adaptability is crucial for pro-
moting innovation in healthcare delivery while ensuring safety and compli-

ance in data management practices.



These noteworthy contributions collectively establish a coherent and robust
solution to significantly enhance the security, integrity, and reliability of e-
health applications. By advancing innovative medical image watermarking
techniques, this research effectively addresses the multifaceted challenges
healthcare providers face, ultimately facilitating the development of safer

and more efficient electronic health solutions.

Thesis Structure

This manuscript is organized to methodically address the security concerns asso-
ciated with medical images in e-Health. Chapter 1, establishes the foundational
context, underscoring the essential functions of digital watermarking, compression,
encryption, and blockchain in protecting sensitive medical information. Chapter 2
critically examines recent progress in watermarking techniques across spatial, fre-
quency, and hybrid domains, emphasizing their effectiveness in ensuring data in-
tegrity, resistance to tampering, and copyright protection while highlighting exist-
ing vulnerabilities within e-health systems. Chapter 3, presents original contribu-
tions, including a Multi-Layered Security Framework (MLSF) that incorporates
various protective mechanisms and the technical details of the Improved DWT
and ACM Watermarking (IDAW) scheme designed for robust embedding and as-
sesses the performance of the proposed methodologies, discusses their limitations,
and highlights their capacity to bolster trust in e-health platforms. Lastly, Chap-
ter 4, examines real-world applications and case studies of digital watermarking in
healthcare, including reversible, adversarial, and adaptive techniques for securing

medical images.

Collectively, these chapters provide a comprehensive examination of innovative
approaches to enhance the security of medical imaging within digital healthcare

environments.
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Chapter 1

Background

1.1 Introduction

Medical image security is a critical concern in modern healthcare, necessitating
robust solutions to ensure privacy, integrity, and accessibility (15). This chap-
ter examines the key technologies that underpin our proposed approach. Digital
watermarking embeds imperceptible identifiers into data to preserve authenticity
and protect against tampering (16). Advanced data compression optimizes storage
while maintaining quality, ensuring efficient resource usage. Encryption, utilizing
robust algorithms, safeguards sensitive information from unauthorized access and
ensures secure communication. Blockchain technology introduces transparency,
integrity, and decentralized data management, enabling immutable records and

secure metadata handling (17).

Additionally, distributed storage systems provide scalable and efficient solutions
for securely managing large datasets. Together, these innovations address key
challenges in medical imaging, providing a comprehensive and future-proof solu-

tion for secure healthcare data management.

1.2 An Overview of Medical Image Security

Medical images, including X-rays, magnetic resonance imaging (MRI), computed
tomography (CT) scans and ultrasounds, examples of which are illustrated in Fig-
ure 1.1 (sourced from the MedPix database of the National Library of Medicine (18)),



are essential tools in modern healthcare (4). These diagnostic modalities provide
non-invasive methods for visualizing the human body, offering critical insights
into anatomical and physiological conditions. They enable accurate diagnosis,
treatment planning, and disease monitoring, making them indispensable in clini-
cal practice (19). The transition from analog to digital imaging has revolutionized

the field, enabling efficient storage, retrieval, and analysis of medical data.
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Figure 1.1: A Comparative Overview of Common Medical Imaging
Modalities.

1.2.1 Medical Imaging Modalities

Key imaging modalities underpinning modern diagnostics include MRI, CT, PET,
ultrasound, and radiography. MRI relies on magnetic fields and radio waves to
produce high-resolution images of soft tissues, while CT scans utilize X-rays to
generate detailed cross-sectional views. PET imaging provides metabolic infor-
mation by detecting radiotracers, and ultrasound employs high-frequency sound
waves to visualize internal organs and soft tissues (20). The digitization of these
modalities enhances their integration into e-healthcare systems, enabling seamless

connectivity, remote access, and streamlined clinical workflows.

1.2.2 Necessity of Security in E-Healthcare

The digitization of medical imaging has significantly improved healthcare delivery
while also presenting new challenges regarding the security and privacy of data.
With the widespread adoption of electronic health records (EHRs), telemedicine

platforms, and cloud storage solutions, the risk of data exposure has notably
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increased. It is essential to protect the confidentiality and integrity of medical
images to safeguard patient privacy, uphold trust in healthcare systems, and mit-
igate the potential misuse of sensitive information (21). Unauthorized access to
these images can impact the accuracy of diagnoses and result in negative clinical
outcomes. Moreover, altered or tampered images can pose threats to both patients
and healthcare providers, underscoring the critical need for effective security mea-
sures. Ensuring the secure management of medical data is crucial in supporting

the increasing reliance on digital technologies within contemporary healthcare.

1.2.3 Risks and Challenges

The security of medical imaging is confronted with substantial threats, particularly
concerning the confidentiality and integrity of sensitive information. Cyberattacks
that focus on undermining the confidentiality of medical images including unau-
thorized access, interception during data transmission, and breaches of information
pose grave risks to patient privacy (22). Furthermore, manipulation and modifi-
cation attacks intensify these issues by transforming medical images in ways that
may result in erroneous clinical diagnoses or inappropriate medical treatments,
thereby potentially jeopardizing patient health. Such attacks not only compro-
mise the dependability of medical data but also erode trust in healthcare systems.
Moreover, the challenge of ensuring confidentiality for patient data stored in con-
junction with medical images continues to be paramount, as it necessitates the
protection of both clinical and personal information from unauthorized breaches.
Effectively addressing these risks is vital for preserving the integrity and security

of digital healthcare infrastructures.

Achieving effective security for medical images necessitates a careful equilibrium
between accessibility and safeguarding. Medical images must be easily acces-
sible to support swift clinical decision-making; however, this accessibility must
not jeopardize their privacy or integrity. To address these competing require-
ments, robust security frameworks that utilize encryption, digital watermarking,
and decentralized storage solutions are vital. As digital medical images increase,
establishing scalable, interoperable, and regulatory compliant security strategies
becomes imperative. Such strategies are essential to the architecture of secure,

patient-centered, and technologically advanced healthcare systems.
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1.3 Watermarking in Medical Image Security

Watermarking plays a crucial role in safeguarding sensitive healthcare data against
unauthorized disclosure and tampering. By seamlessly embedding identifying in-
formation, watermarking enhances traceability, ensures compliance with regula-
tory standards, and upholds the reliability of medical records. Consequently, it

underpins trust across modern clinical workflows and processes.

1.3.1 What is Digital Watermarking?

Digital watermarking discreetly embeds hidden data into multimedia files such as
images, audio, or video without noticeably altering their appearance or quality.
Once in place, this embedded information can be extracted to confirm authentic-
ity, protect copyrights, and discourage illicit sharing. Unlike overt logos or text,
digital watermarks are usually imperceptible to viewers, yet they can remain in-
tact through compression or file format changes. Recent studies highlight their
vital role in high-stakes settings like healthcare and law enforcement, where data
integrity must be assured (23). By combining cryptographic methods with signal
processing, watermarking effectively encodes ownership details, detects tamper-
ing, and provides forensic evidence (24). As a result, it has become a cornerstone
for maintaining security, reliability, and trustworthiness in today’s digital envi-

ronments.

Watermarking techniques can be broadly categorized into three domains, , as
shown in Figure 1.2 (25):

1. Spatial Domain Watermarking: By embedding bits directly into pixel
intensities or color values, spatial domain watermarking introduces only mi-
nor modifications, keeping inserted data nearly invisible (26). The Least
Significant Bit (LSB) method modifies only the lowest-order bits of each
pixel, preserving most of the original appearance. Because of its straightfor-
ward, efficient embedding, this approach is particularly suited for real-time
or resource-constrained contexts (24). However, it can be vulnerable to com-

pression, filtering, or geometric transformations, which disrupt or remove the
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watermark (27). Despite these weaknesses, spatial domain watermarking re-
mains widely favored when speed and simplicity take priority over robust
resilience. In medical imaging, it enables rapid insertion of essential data,
like patient or diagnostic details, directly into radiological images for efficient

archiving and retrieval.

. Frequency Domain Watermarking: Frequency domain watermarking
embeds data into transformed versions of media, using approaches such as
the Discrete Cosine Transform (DCT), Discrete Fourier Transform (DFT),
or Discrete Wavelet Transform (DWT) (28). By altering selected frequency
coefficients, it becomes more resilient to image operations like compression,
filtering, or partial data loss. Compared with spatial methods, frequency-
based techniques often exhibit higher durability, especially under heavy ma-
nipulation (29). Embedding in mid- or low-frequency bands further protects
the watermark from common distortions and preserves imperceptibility. Al-
though frequency transforms add computational overhead, studies since 2020
confirm their effectiveness in healthcare, media, and surveillance scenarios
(30). Consequently, frequency domain watermarking remains the preferred
option for robust and secure data embedding. This embedding balances

invisibility with resilience across applications.

. Hybrid Domain Watermarking: Hybrid domain watermarking combines
spatial and frequency-based methods, leveraging their respective strengths
(31). It involves partially transforming an image, modifying specific coeffi-
cients, and embedding additional bits directly into pixel values. This dual
approach improves imperceptibility by altering low-frequency components
while enhancing robustness through spatial redundancy. Such schemes are
adaptable to various threats, making them ideal for applications like medi-
cal image protection and high-quality media distribution (32). Ultimately,
hybrid techniques achieve a balance between computational efficiency, re-

silience, and visual quality preservation.
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Figure 1.2: A Classification of Digital Image Watermarking Meth-
ods.

1.3.2 Applications of Watermarking in Medical Imaging

In medical imaging, watermarking serves as a dependable method to embed patient
details, diagnostic codes, or timestamps into image data without affecting diag-
nostic quality (33). This ensures critical metadata remains permanently linked to
the images, minimizing errors like mismatches or intentional alterations. Such ca-
pabilities are especially important in telemedicine, where images often move across
various platforms and networks (34). Watermarking also enhances traceability, as
embedded marks can identify instances of tampering, indicating when and where
unauthorized changes occurred. As healthcare systems handle increasing amounts
of digital medical data, watermarking provides an efficient and automated way to
uphold the integrity, security, and reliability of medical images (35). This makes
it a valuable tool for modern healthcare environments reliant on accurate and

trustworthy imaging workflows.
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1.3.3 Challenges in Medical Image Watermarking

Digital watermarking bolsters security and authenticity of medical data but faces
various hurdles when integrated into healthcare imaging. First, to preserve diag-
nostic reliability, watermarks must remain imperceptible while resisting compres-
sion, noise, or other artifacts (36). Second, differing image dimensions, modalities,
and color depths challenge universal watermarking solutions (32). Third, strict
regulations demand robust encryption to safeguard patient privacy. Fourth, ef-
ficiency is critical in clinical settings that require rapid processing (37). Finally,
typical operations such as cropping and scaling can degrade watermark integrity,
spurring ongoing research into adaptive or hybrid methods for next-generation

medical systems. Large data volumes require scalable solutions.

o Imperceptibility vs. Robustness: Achieving a balance between minimal

distortion and resistance to attacks.

o Diagnostic Quality Preservation: Ensuring modifications do not com-

promise the diagnostic value of images.

e Scalability: Handling large datasets typical of healthcare environments

efficiently.

1.3.4 The Discrete Wavelet Transform

The Discrete Wavelet Transform enables multi-resolution image analysis through
spectral decomposition into hierarchical frequency subbands, mathematically for-

malized as:

X[n] =Y (h[k] - x[2n — k) + ) (glk] - x[2n — K]), (1.1)

k

where h[k] and g[k] denote quadrature mirror filters for low-frequency (approx-
imation) and high-frequency (detail) component extraction, respectively. This
decomposition produces four directional subbands per level: LL (low-low), LH
(low-high), HL (high-low), and HH (high-high), corresponding to spatial orienta-

tion selectivity horizontal, vertical, and diagonal edge representations (38; 39).
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The subband derivation process employs cascaded filtering operations:

LL = £ o £(I),
LH = H o L(I),
HL = £ o H(I)

9

= Ho H(I),

where £ and H represent low-pass and high-pass decomposition operators applied

to host image 1.

Multi-scale analysis is achieved through iterative decomposition of the approxima-
tion coefficients. As depicted in Figure 1.3, a second-level DWT further partitions

the LL subband into:
LL2 = Lo L(LL),

LH2 = H o £(LL)
HL2 = £ o H#(LL)
HH2 = # o H(LL).

9

Y

The LL2 subband, containing over 70% of the image’s energy (40), is prioritized
for watermark embedding due to its maximal energy concentration and inherent
stability against signal processing perturbations. This strategic selection ensures
watermark invisibility while preserving robustness against compression artifacts

and noise interference critical for medical image authentication systems.

Mathematically, the second-level approximation coefficients are computed via:

LL2[n) =" (ho[k] - LL[2n — k +Z ga[k] - LL[2n — K]) (1.2)

where hs[k] and go[k| represent optimized second-stage filters for successive approx-
imation refinement. This hierarchical decomposition facilitates strategic informa-
tion embedding in perceptually optimized coefficients, achieving dual objectives of

visual transparency and resistance to geometric/radiometric distortions (41; 42).

The 2-level DWT architecture (Figure 1.4) provides enhanced spectral isolation
compared to single-level decomposition, enabling precise watermark placement
in frequency bands least affected by common image processing operations. This

multi-scale approach synergizes with human visual system characteristics, where
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low-frequency components dominate perceptual recognition, thereby ensuring wa-

termarked content maintains diagnostic fidelity in healthcare applications.
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Figure 1.3: Two-Level Discrete Wavelet Decomposition.

1.3.5 LSB-Based Watermark Embedding

The Least Significant Bit (LSB) modification technique encodes auxiliary data
by manipulating the lowest-order bits of pixel intensity values. The embedding

operation is formalized as:
I'(z,y) = I(z,y) & A(W(n)), (1.3)

where I'(x,y) denotes the watermarked pixel, I(z,y) the host pixel intensity, W (n)
the n-th watermark bit, and & symbolizes the bitwise insertion operator. As il-
lustrated in Figure 1.5, the Multi-Layered Security Framework implements this
method within the Level-2 LL2 (Low-Low) subband of DWT, exploiting the spec-

tral characteristics of approximation coefficients for stealthy data insertion (43).

This approach is particularly advantageous for compressed watermark payloads
comprising binary feature vectors (44), as it optimizes embedding capacity while
maintaining perceptual fidelity. The LL2 subband’s energy concentration en-
sures watermark resilience against common signal processing operations, as high-
frequency distortions predominantly affect detail coefficients. Strategic LSB mod-

ification in this spectral region achieves dual objectives:
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o Imperceptibility through minimal alterations to perceptually dominant low-

frequency components.

« Robustness by leveraging the inherent stability of approximation coefficients

against compression artifacts (45).

The framework’s computational efficiency stems from direct bit-plane manipula-
tion, avoiding complex transformations during embedding. Experimental valida-
tions confirm that LL2-LSB integration preserves diagnostic quality in medical

images while enabling reliable watermark extraction critical for authentication in

healthcare data systems.
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1.3.6 Arnold Cat Map

The Arnold Cat Map (ACM) constitutes a discrete nonlinear transformation widely
employed in cryptographic image processing applications. Mathematically, this
bijective mapping operates over a two-dimensional discrete grid, commonly repre-

sented by the transformation matrix in Equation (1.4):

(j) = (1 ;) (;) mod n, (1.4)

where (z,y) and (2',y) denote the original and transformed pixel coordinates,

respectively, and n corresponds to the spatial dimensionality of the host image.

In image security frameworks, ACM induces pseudorandom pixel permutations
through its ergodic properties, introducing nonlinear chaotic perturbations that
enhance robustness against adversarial attacks such as statistical analysis and
geometric distortions. For digital watermarking, ACM facilitates secure data em-
bedding by iteratively scrambling the spatial distribution of both host image pixels
and watermark signals. During embedding, the watermark, typically encoded as a
binary payload, is diffusely integrated into the transformed image domain. Subse-
quent extraction leverages iterative inverse transformations to recover the embed-
ded payload, ensuring fidelity even under compression or noise interference. This
cryptographic dispersion mechanism renders ACM particularly effective for appli-
cations demanding tamper detection, copyright verification, and integrity assur-

ance in secure multimedia distribution and digital authentication frameworks (46).

As illustrated in Figure 1.6, ACM exhibits deterministic periodicity, wherein re-
peated applications cyclically restore the image to its initial configuration. The
periodicity is contingent upon the spatial dimensions of the host image: larger
resolutions necessitate increased iterations to complete the cyclical permutation
sequence. This intrinsic reversibility ensures lossless recovery of original con-
tent while maintaining cryptographic security through controlled iteration counts,

thereby balancing computational efficiency with robust data protection (47; 12).
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1.4 Biometrics in Medical Image Security

Biometrics relies on unique physical or behavioral traits such as fingerprints, irises,
and facial features to verify an individual’s identity. These characteristics are
distinctive, stable over time, and challenging to forge, which makes them particu-
larly useful for authentication in healthcare systems (48). Integrating biometrics
makes patient data more secure and less vulnerable to unauthorized access. In
e-health contexts, biometric solutions reduce administrative errors and streamline
recordkeeping, ensuring that sensitive medical data is accessible only to the cor-
rect person (49). As telemedicine grows, the need for robust and reliable patient

identification further highlights the importance of biometric-based security.

1.4.1 Fingerprint-Based Watermarking

Fingerprints are a popular biometric marker due to their uniqueness, permanence,
and universality, making them ideal for bolstering medical image security (50).
During feature extraction, distinct ridge patterns and minutiae are identified,
often using techniques like Binary Statistical Image Features (BSIF) for high ac-
curacy. Next, compression reduces the fingerprint’s data size, preserving key
details while minimizing storage demands and transmission overhead. Finally,
in the embedding process, the compressed feature set is discreetly embedded
into the medical image typically within the low-frequency LL sub-band if wavelet
transforms are used or via LSB substitution in spatial approaches. This combina-
tion balances imperceptibility and robustness, ensuring the watermarked medical
image retains its diagnostic quality and resists tampering or unauthorized modi-

fications.

Binarized Statistical Image Features (BSIF)

The Binarized Statistical Image Features (BSIF) approach represents an advanced
paradigm in fingerprint feature extraction, demonstrating significant improve-
ments over conventional texture analysis methods including Local Binary Pat-
terns (LBP) (51), Histograms of Oriented Gradients (HOG) (52), and Local Phase
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Quantization (LPQ) (53; 54; 55). This methodology employs Independent Compo-
nent Analysis (ICA) to learn a bank of statistically independent linear filters from
natural image datasets. When applied to fingerprint images through convolutional
operations, these optimized filters encode local textural patterns into compact bi-
nary representations that exhibit remarkable discriminative power (56). Empiri-
cal evaluations of various filter configurations revealed the Laplacian of Gaussian
(LoG) operator (57) as particularly effective for fingerprint analysis due to its dual

noise suppression and edge enhancement capability.

The LoG filter integrates Gaussian smoothing with second-order derivative com-
putation, mathematically expressed as a two-stage process. First, a Gaussian
kernel G(z,y, o), defined by:

1 a?4y
G(z,y,0) e 2t : (1.5)

2mo?

where o governs the spatial extent of smoothing and attenuates high-frequency
noise. Subsequently, the Laplacian operator is applied to this smoothed represen-
tation:

22 4 % — 252

V2G(x,y,0) = ( - ) G(z,y,0), (1.6)

o
Amplifying regions of rapid intensity transition corresponding to ridge-valley struc-
tures in fingerprints. This synergistic combination enables precise localization of

minutiae points while mitigating sensor noise artifacts (58).

BSIF transforms filter responses into binary codes through thresholding opera-

tions. For each pixel 7, the binary feature b; is determined by:

1 if s; >0

0 otherwise,

where s; = W, - x represents the inner product between the i-th learned filter W;
and the local image patch x. The complete feature extraction process is formalized

as follows:
8; = Z Wi(u,v) x X (u,v) = w] z, (1.8)

u,v
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utilizes vectorized representations of filters (w;) and image patches (z) for com-
putational efficiency. Aggregating these binary codes into histogram-based de-
scriptors yields illumination-invariant representations that preserve discriminative

texture information under varying acquisition conditions (59).

This binary encoding paradigm offers three principal advantages:

o Compact feature dimensionality through bit-string representations.
o Enhanced robustness to non-linear intensity variations.

« Computational efficiency suitable for real-time applications.

When applied to fingerprint watermarking, BSIF-derived features generate com-
pact yet highly distinctive templates that optimize embedding capacity while
maintaining authentication accuracy (60). Figure 1.7 illustrates the transforma-
tion from original fingerprint images to BSIF-encoded representations, demon-

strating the method’s ability to preserve critical structural information.

The method’s superiority stems from its data-driven filter optimization process,
which adaptively captures salient fingerprint characteristics rather than relying on
handcrafted feature detectors. This property makes BSIF particularly effective for
contactless fingerprint recognition systems where pose variations and partial cap-
tures present significant challenges (60). By combining statistical learning with
efficient binary encoding, BSIF establishes a robust framework for secure bio-
metric watermarking that outperforms traditional techniques in both recognition

accuracy and computational overhead.
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Algorithm 1 BSIF feature extraction from fingerprint images.

Require: Input:
Fingerprint image W
Filter size s
Standard deviation o
Threshold T
Ensure: Binary feature image W _BSIF
1: Load the fingerprint image W (z,y) in grayscale
2: Apply Otsu’s thresholding to W (z,y) to obtain binary image B(z,y):

Bla,y) = 1if I(e,y) > T

B(z,y)=0if I(z,y) <T

3: Generate the LoG(z,y) filter with size s and standard deviation o

2 2_ 9,2 2 2
LoG(z.y) — (w—40) exp (_x +y )

o 202

4: Convolve the binary image B(x,y) with the LoG filter LoG(x,y) to obtain

convolution result C'(x,y)
C(z,y) = B(z,y) * LoG(x, y)

5: Threshold the BSIF feature responses using 7 to obtain binary feature image
W _BSIF(z,y):

W_BSIF(z,y)=1if C(x,y) > T¢

W _BSIF(z,y) =0if C(z,y) < Te

6: Save and return the binary feature image W __BSITF(x,y)

Algorithm 1 details the operational workflow for deriving BSIF descriptors from
fingerprint based watermark images. The visualization in Figure 1.7 demonstrates

the feature encoding pipeline using an 8-bit binary string length and a 5 x 5 BSIF
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convolution kernel. The transformation sequence comprises: (a) the source bio-
metric capture (Figure 1.7a), (b) intermediate binary mapping through adaptive
thresholding (Figure 1.7b), and (c) the finalized BSIF-encoded template empha-
sizing ridge-valley minutiae (Figure 1.7c). Feature extraction concentrates exclu-
sively on the fingerprint’s Region of Interest (ROI) to optimize computational

resources and preserve discriminative patterns.

The dimensional efficiency of this approach is quantified through the compression

metric:

D,
Dimensional Compression = <1 - 3) x 100% (1.9)

o

Where:

e D.: Compressed feature dimensionality

e D,: Original image data dimensionality

Experimental implementation achieved a dimensional compression factor of 69.25%,
as calculated in Equation (1.9). This substantial size reduction enables efficient
watermark embedding while maintaining fidelity to the host image’s structural in-
tegrity, a critical requirement. The compact BSIF representation is advantageous
for MLSF architectures, where patient fingerprint watermarks require optimized

storage before lossless compression protocols.

This methodology addresses two critical challenges in biometric watermarking:

o Minimizing payload size without compromising authentication features.

o Ensuring compatibility with healthcare data standards through perceptually

lossless encoding.

The BSIF derived templates retain sufficient discriminative power for robust pa-
tient identification while reducing computational overhead in subsequent process-

ing stages.

24



1.4.2 Palmprint-Based Watermarking

Palmprints offer another reliable biometric option, as they capture rich, intricate
patterns of ridges and lines in the hand (12; 61). A key step involves Gabor
filtering, highlighting essential textural features by emphasizing edges and ridges
while reducing noise. After filtering, binary conversion translates these en-
hanced details into a more compact format suited for watermark embedding. Once
transformed, palmprint data can be imperceptibly inserted into medical images
using wavelet or spatial methods, ensuring minimal impact on visual integrity.
This approach demonstrates notable robustness under common distortions such
as compression or minor geometric transformations. By incorporating palmprint-
based watermarks, e-health systems benefit from strong patient identification and

reduced data manipulation or fraudulent alteration risk.

1.4.2.1 Gabor Filter

The Gabor filter, a complex linear filter in image processing, is extensively uti-
lized for texture and spatial frequency analysis in computer vision applications.
Its efficacy in biometric recognition systems, such as fingerprint and palmprint au-
thentication, stems from its capacity to resolve fine structural details and extract
discriminative features. The filter is mathematically defined by a sinusoidal plane

wave modulated by a Gaussian envelope, expressed as:

x/2 +,>/2y/2 x/
G(SU,?J;)\,@W@’Y) = exXp <_T‘_2 COS 27TX—|—¢ ,

where x and y denote spatial coordinates; A specifies the sinusoidal wavelength; ¢
governs orientation; ¥ defines the phase offset; o regulates the Gaussian envelope’s
scale; and ~ adjusts ellipticity (62). Gabor filters function as orientation- and
frequency-selective convolutional kernels in biometric applications. Convolution
operations with these kernels decompose an image into localized texture compo-
nents, effectively capturing ridge orientations, minutiae points in fingerprints, and
palmar flexion creases in palmprints (63). This multi-scale, multi-directional anal-

ysis isolates salient features invariant to illumination variations, generating robust
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representations for identification. Integrating Gabor-filtered features into bio-
metric templates enhances matching accuracy by emphasizing unique topological
characteristics, as illustrated in Figure 1.8. Consequently, Gabor-based method-
ologies significantly improve the reliability of automated recognition systems, es-
tablishing them as a cornerstone in advanced image processing architectures for

security-critical applications.

1.4.3 Other Biometric Modalities

Beyond fingerprints and palmprints, various biometrics also enhance watermarked
medical images. Iris scans rely on the complex patterns within a person’s iris,
offering high distinctiveness and resilience against aging (64; 65). Similarly, fa-
cial recognition uses unique facial contours and distances between landmarks
to create a recognizable digital signature (66). Although these approaches may
be more sensitive to lighting or pose variations, they provide valuable solutions in
specific healthcare environments. Integrating multiple biometric modalities can
further strengthen identification accuracy, accommodating diverse patient scenar-

ios while upholding data security and authenticity.

1.5 Blockchain Technology in Medical Image Se-

curity

Blockchain is a decentralized ledger technology that records transactions across a
network of nodes, ensuring data cannot be retroactively altered without changing
subsequent blocks. Typically operating on a peer-to-peer architecture, it uses con-
sensus mechanisms to verify each block, fostering trust without a central authority.
Because every node maintains a copy of the ledger, single points of failure are elim-
inated, improving resilience and security (67). In healthcare contexts, blockchain’s
transparent and tamper-resistant structure provides an ideal platform for manag-
ing sensitive data, reducing operational inefficiencies, and enabling verifiable trust

among critical stakeholders.
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1.5.1 Key Features of Blockchain

Blockchain’s core strengths lie in four interrelated features, as illustrated in Fig-

ure 1.9.

o Decentralization disperses control among multiple nodes rather than re-

lying on a central authority, thereby mitigating single points of failure.

o Immutability ensures data blocks, once finalized, cannot be overwritten or

deleted, preserving an unalterable audit trail (68; 69).

o Transparency arises because every node maintains its own copy of the
ledger and can view transaction details, fostering accountability across the

network.

« Smart Contracts automate predefined processes such as granting access
rights or triggering events based on coded rules stored on the blockchain.
By executing these programs when certain conditions are met, smart con-

tracts facilitate trustless, self-enforcing agreements without centralized over-

sight (70).

Together, these attributes reinforce data integrity and verifiability, elevating blockchain’s

potential in applications such as secure medical imaging.
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Figure 1.9: Advantages of Blockchain.

1.5.2 Blockchain in Healthcare

Blockchain technology rapidly reshapes how medical data is protected and shared
across diverse healthcare systems. By decentralizing record management, it re-
moves single points of failure and ensures a higher level of security. Each data
transaction is validated by consensus mechanisms, preserving authenticity and
privacy. This shift enables trustworthy collaboration among hospitals, insurers,

and patients, improving coordination and integrity overall.

e Secure Storage: By encrypting and distributing patient records across
multiple nodes, blockchain offers robust storage that prevents single-point
vulnerabilities (30). Authorized users can retrieve data with decryption keys,
while any unauthorized attempt to modify records fails consensus validation.
This design ensures medical images and patient details remain safe from

hacking, corruption, accidental loss, and unauthorized breaches.

o Traceability: Each medical image transaction is timestamped and cryp-

tographically hashed, leaving an audit trail on the distributed ledger (71).
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Any revision triggers a new entry, allowing healthcare providers to pinpoint

the exact timing, source, and nature of changes for thorough accountability.

o Interoperability: Blockchain’s uniform data format and distributed vali-
dation simplify exchanging patient records among hospitals, labs, and insur-
ers. This shared ledger reduces fragmentation, harmonizes workflows, and

promotes seamless collaboration across healthcare stakeholders.

1.5.3 Integration with Watermarking

Combining blockchain with watermarking produces a more resilient framework for
safeguarding medical images. Once a watermark is embedded into the image to
verify ownership or authenticity, blockchain records the transaction details, estab-
lishing a tamper-proof timeline (72). Any subsequent alterations trigger updates
on the ledger, immediately flagging suspicious changes. Meanwhile, blockchain’s
immutable properties protect critical metadata such as encryption keys or hashed
fingerprints against tampering, thus preserving access control. Smart contracts
can further automate restrictions by granting or revoking rights based on prede-
fined rules (73). This synergy keeps medical images secure at every step, water-
marking defends content integrity within the image itself, and blockchain rein-
forces transparency and traceability at the ledger level, ensuring compliance with

strict healthcare data standards.

1.6 Conclusion

This chapter presents the core elements underpinning modern medical image se-
curity, emphasizing the synergistic roles of digital watermarking, compression,
encryption, and blockchain technologies. Watermarking improves data integrity
by embedding hidden identifiers that remain resistant to tampering. Compression
techniques optimize storage and transmission without compromising diagnostic
fidelity; encryption protects sensitive patient information against unauthorized
access, preserving privacy within distributed healthcare infrastructures. The de-
centralized blockchain framework further strengthens immutability and traceabil-

ity, offering a tamper-proof ledger for secure data transactions. These collective
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innovations address critical vulnerabilities, promoting trust, accountability, and

operational efficiency in e-health systems.

Subsequent chapters will expand on these foundational principles, introducing
advanced solutions designed to meet emerging security challenges and guiding the

development of a robust, patient-centric healthcare ecosystem.
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Figure 1.6: Applying ACM Iterations.
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(a) Original Watermark (b) Binary Watermark (c) BSIF Watermark

Figure 1.7: Visualization of BSIF-based Feature Extraction
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Figure 1.8: The Extracted Features from the Palmprint Image us-
ing the Gabor Filter.
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Chapter 2

Related Works

This chapter comprehensively examines the latest studies focused on medical im-
age watermarking aimed at securing e-Health applications. It delves into various
methodologies based on spatial, frequency, and hybrid domains, emphasizing their
roles in ensuring data integrity, resisting tampering, and safeguarding copyright.
Through an analysis of contemporary advancements, this chapter situates the
proposed frameworks within the broader context of the field and pinpoints areas

requiring improved security in e-Health.

2.1 Introduction

In recent years, e-healthcare has evolved significantly, enabling real-time diag-
nostics, remote monitoring, and data-driven decision-making. Central to these
advancements is the secure management of medical images, which is crucial for
diagnosing and treating patients. The most common medical images are X-rays,
MRIs, and CT scans; protecting them from unauthorized access and manipulation

is paramount.

This chapter comprehensively reviews existing research on medical image security
in e-healthcare applications, focusing on key elements such as watermarking tech-
niques, compression and encryption methods, and blockchain-based approaches
for traceability and immutability. Examining the strengths and limitations of
these methods identifies the current gaps and sets the foundation for the solutions

proposed in this thesis.
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2.2 Review of Medical Image Watermarking Tech-

niques

In securing medical images, watermarking techniques are essential to preserve the
durability and authenticity of patient information while it is transferred or stored.
This section thoroughly examines various watermarking methods designed to pro-
tect sensitive patient data. Our study assesses notable watermarking strategies for
the process we propose. We discuss research proposals related to our contribution,

focusing on their methodologies, findings, and potential limitations.

Our study analyzes representative watermarking approaches compared to the pro-
posed method to provide a comprehensive evaluation. These techniques are cate-
gorized into spatial, frequency, and hybrid domains, and they are also categorized
through another categorization based on watermarking approaches ranging from
non-blind to blind and semi-blind schemes. We highlight the unique features of
each category, offering a detailed analysis that underscores their strengths and

weaknesses relative to our approach.

2.2.1 Non-Blind Watermarking

Non-blind watermarking schemes require the original host image during the extrac-
tion process. This requirement allows for precise watermark recovery and robust
detection, However, it presents challenges related to the storage and retrieval of
the original image. Several notable works have proposed innovative, non-blind

watermarking strategies for medical images.

Ajib Susanto et al. (74) introduced a hybrid approach that integrates the Discrete
Cosine Transform (DCT) and a two-level Haar Wavelet Transform (HWT). In this
method, the host image is decomposed into its frequency subbands using two-level
HWT, with emphasis placed on the LL2 subband where core image information is
concentrated. This subband is partitioned into 4 x 4 blocks, and DCT is applied
to each block. The watermark is embedded by modulating the DC coefficients
with a scaling factor o, improving robustness and imperceptibility. Such a dual-

transform technique optimizes the selection of the embedding domain. Similarly,
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Pandey et al. (75) also explored color watermarking within the Y channel using
a two-level Lifting Wavelet Transform (LWT) combined with Singular Value De-
composition (SVD) To enhance the embedding process further. These methods
underscore the importance of aligning watermarking techniques with human visual
perception to maintain the diagnostic quality of medical images. Further contribu-
tions include the work of Manasi Jana et al. (76), who proposed a self-embedding
fragile watermarking scheme designed explicitly for tamper detection and recov-
ery. Their method involves segmenting the original image into 4 x 4 blocks and
generating watermarks from each pixel’s six most significant bits (MSB) of each
pixel. Blocks are classified based on pixel similarity: smooth regions use the mean
as recovery data, whereas complex areas are processed using Absolute Moment
Block Truncation Coding (AMBTC) to preserve vital image features. The recov-
ery data are then embedded into the 2 LSB of the corresponding block, ensuring
that any tampering can be detected and the original image can be recovered with

minimal distortion.

Another significant contribution is the dual-image Reversible Data Hiding (RDH)
technique that Lu et al. (77) presents. Their approach increases the embedding
capacity by encoding secret data as two-digit base-9 numbers and embedding these
into two cover images. Although this technique diverges from traditional water-
marking schemes, its ability to reversibly embed a large amount of data without
significant quality degradation makes it a noteworthy strategy for sensitive medi-
cal imagery. Laouamer et al. (78) proposed an innovative watermarking approach
based on the Local Binary Pattern. LBP is employed to identify regions of inter-
est within the host image, constructing a watermark that captures the essential
texture features. By using linear interpolation for watermark embedding, the
method ensures that the texture details of the medical image are preserved, which

is a critical factor for maintaining diagnostic accuracy.

The principal advantage of non-blind watermarking is the enhanced robustness and
minimal visual distortion achieved by leveraging the original host image. However,
the need for the original image during extraction increases storage and logistical
complexity, which can be a significant challenge in resource-constrained or real-

time medical systems.
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2.2.2 Blind Watermarking

Blind watermarking schemes overcome the limitations of non-blind methods by
eliminating the need for the original host image during the extraction process.
This feature simplifies storage requirements and can facilitate deployment in sce-
narios where the original image is not available. However, blind techniques must
balance the trade-off between imperceptibility and robustness, as the absence of

the original image can sometimes reduce the watermark’s resilience to attacks.

Soleymani et al. (79) introduced a blind watermarking method that leverages
the ACM for image scrambling. The ACM serves to randomize the host image,
enhancing the security of the watermark embedding process. In this approach,
watermark bits are embedded using weakly correlated pseudo-noise strings in
the high-frequency coefficients generated by the Fast Discrete Curvelet Trans-
form (FDCuT). The randomness introduced by the ACM and the use of a high-
frequency domain Not only does it ensure a high level of imperceptibility, but it
also adds a layer of protection against common signal processing attacks. Khaled
Hebbache et al. (80) developed a blind watermarking system for medical imaging,
utilizing image gradients and Discrete Wavelet Transform (DWT). Image gradi-
ents created a topological map to identify disruption-prone areas, while DWT
ensured robustness and imperceptibility. The watermark was embedded in the
DWT-decomposed image’s low-low (LL) band, targeting 3 x 3 blocks selected by
gradient data. Gradient direction and magnitude relationships were analyzed to
identify relevant blocks, and their codes were combined with the watermark using
XOR, embedding them into the blocks with LSB technique.

Kahlessenane et al. (38) developed another blind watermarking method specifi-
cally for CT scans. In their approach, the host image is decomposed using DW'T,
and the LL subband coefficients are reorganized using ZigZag scanning to max-
imize embedding capacity in areas less susceptible to visual distortion. Patient
data as a hash is then embedded into these reorganized coefficients. In (81),
the authors utilized a secure and blind watermarking algorithm based on Integer
Wavelet Transform (IWT), LSB, and chaotic sequences (ILC) for high-capacity
watermarking of grayscale images. Chaotic sequences ensured encryption and de-
termined embedding locations. Due to its diagnostic sensitivity, the image was

divided into the region of interest and non-interest, with no embedding in the ROI.
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An integrity check record (ICR), derived from ROI features, detected tampering.
Encrypted ICR data and patient information were embedded in middle-frequency
IWT sub-bands, while the physician’s signature was embedded in the robust LL3

sub-band for authentication.

Despite the advantages of blind watermarking, challenges persist. One signifi-
cant drawback is that blind techniques may be more vulnerable to severe signal
processing operations or attacks, as the absence of the original image during ex-
traction can limit recovery precision. Additionally, the selection of embedding
regions often determined by pseudo-random generators can sometimes lead to sta-
tistically detectable distortions, especially if the embedding occurs in uniform or

“flat” regions of the host image.

2.2.3 Semi-Blind Watermarking

Semi-blind watermarking schemes seek to capture the best of both non-blind and
blind approaches by reducing dependency on the original image while still incor-
porating some additional reference data to aid in watermark extraction. These
schemes aim to improve both robustness and imperceptibility by carefully balanc-

ing the requirements of watermark embedding and extraction.

Kumar et al. (82) proposed a semi-blind technique that integrates multiple water-
marking strategies. Their method employs edge detection and information entropy
analysis to determine optimal embedding regions, ensuring that the watermark is
placed in areas that are less sensitive to visual distortion. LWT is then used
to decompose the image, and an alpha blending scheme is applied to embed the
watermark into color images. To further secure the watermark, ACM is used to
scramble the image prior to embedding. In another study, Jana et al. (83) intro-
duced a semi-blind watermarking technique that employs image interpolation and
bit reversal permutation to embed multiple secret messages into a cover image.
The process begins with encrypting the hidden messages, which are then parti-
tioned and embedded into a cover image generated by interpolating the original
image. Notably, this method minimizes image distortion while achieving high

embedding capacity. During extraction, the cover image is regenerated from the
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watermarked image, allowing for the accurate recovery of the encrypted messages

without requiring the original cover image.

Zear et al. (84) proposed another semi-blind approach that combines the LWT,
DCT and SVD. The host image undergoes a 3-level LWT decomposition, after
which the LH3 and LL3 subbands are transformed using DCT followed by SVD.
MD5 hashing is applied before the transformation process, and Hamming coding
is used to protect the textual watermark data to enhance security. Furthermore,
some approaches exploit spatial domain techniques alongside chaotic maps. For in-
stance, Munir et al. (85) introduced a semi-blind watermarking scheme for medical
images that integrates Chaotic Map-based Arnold’s Cat Map with a differential
evolution (DE) method for data embedding.

Recent developments have also seen the emergence of deep learning-based water-
marking methods. Although these approaches offer superior feature extraction and
adaptive embedding capabilities, manually designed watermarking techniques re-
main highly valued. The transparency, lower computational overhead, and ease of
debugging associated with manually crafted approaches are particularly beneficial

in resource-constrained environments typical of medical imaging systems.

2.3 Compression and Encryption in E-Health Sys-

tems

As e-health systems continue to evolve, the need to secure vast amounts of medi-
cal data has driven the integration of advanced compression and encryption tech-
niques. These methodologies are essential for safeguarding patient privacy and en-
suring the efficient storage and transmission of medical images across distributed
networks. This section explores recent advances in compression and encryption
methodologies related to e-health systems, focusing on their application in water-

marking and secure data management.
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2.3.1 The Role of Compression in Medical Image Security

Medical images are often high-resolution and require significant storage space,
making data compression an indispensable tool in e-health systems. Compression
techniques such as DCT, DWT, and FDCuT are routinely employed to reduce
data redundancy without significantly affecting image quality. These techniques
improve storage efficiency and facilitate faster transmission across healthcare net-

works, which is vital in telemedicine and real-time diagnostics.

Wang et al. (86) were among the early researchers to explore the use of compres-
sion in watermarking techniques. Their work combined zero-watermarking with
blockchain technology, ensuring that the medical images remain unaltered while
still embedding essential watermark information. Faiza Huma et al. (87) devel-
oped an algorithm combining watermarking and encryption techniques to securely
conceal a patient’s confidential information. The study proposed generating an
initialization vector (IV) to encrypt the patient’s data using the Advanced Encryp-
tion Standard (AES) in output feedback mode. The watermark was embedded into
the image using a wavelet-based DW'T technique alongside the LSB substitution
method.

2.3.2 Encryption Techniques for E-Health Data Security

Encryption plays a critical role in safeguarding sensitive medical data, ensuring the
information remains unintelligible even if unauthorized access is gained. Over the
years, various encryption algorithms have been integrated into e-health systems
to protect medical images and the associated metadata. AES and SHA-256 are

among the most commonly used encryption methods in this domain.

In the context of watermarking, several researchers have introduced encryption
mechanisms to further secure the embedded watermark. Anand et al. (40), who
designed a robust method for embedding patient information into medical im-
ages. Their technique involves a multi-level transform strategy that employs the
DWT and SVD to combine the advantages of both frequency domains. To further
enhance robustness, Hamming coding is applied to the textual watermark data

before embedding. After watermark embedding, the image undergoes encryption

39



using a chaotic encryption algorithm and is compressed via LZW. This approach
provides robust watermark extraction while maintaining the integrity and quality
of the original image. Similarly, Alsehli Abrar et al. (73) proposed a secure image
authentication method where the watermark is first embedded into the third-level
DWT coefficients and subsequently encrypted using AES. The encrypted water-
mark is then hashed using SHA-256 before being stored on a blockchain, adding

an additional layer of security.

Encryption is also applied during the compression stage. For instance, Ernawan et
al. (88) integrated an adaptive scaling factor in the watermark embedding process
based on the host image’s DWT-DCT coefficients. Although primarily designed
to optimize watermark embedding, the adaptive scaling process inherently com-
plements encryption strategies by ensuring that any modifications to the image

remain within acceptable visual thresholds, even after compression.

2.3.3 Integrating Compression and Encryption with Wa-

termarking

The convergence of compression, encryption, and watermarking has given rise to
sophisticated hybrid systems that enhance data security while preserving image
quality. One notable approach is the integration of zero-watermarking with en-
cryption, as demonstrated by Wang et al. (89) and further expanded in subsequent
studies. In these systems, the watermark is not directly embedded into the im-
age data; a key derived from the image’s features is stored on a blockchain. The
original image remains unaltered, thereby eliminating the compression-induced

artifacts that can arise from traditional watermark embedding.

Another example is the method proposed by Chen Lanxiang et al. (90), where the
watermark (in the form of a QR code) is generated from concatenated diagnosis
results and image hashes. The watermark is then embedded in the DCT domain
of the image. Following watermark embedding, the image is encrypted and sub-
sequently stored on a blockchain. This process ensures the image is compact and

maintains its integrity and confidentiality.
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It is important to note that the synergy between compression and encryption in
e-health systems also facilitates efficient data transmission in telemedicine appli-
cations. For example, when medical images are transmitted across networks with
limited bandwidth, compression ensures quick delivery, while encryption guaran-
tees that the data remains confidential during transit. In scenarios where real-time
diagnosis is required, such as in emergency care, the efficiency gained through com-
pression and the security ensured by encryption are critical to maintaining patient

trust and data integrity.

2.4 Blockchain in Healthcare: Traceability and
Immutability

Blockchain technology has emerged as a transformative tool in healthcare, offering
decentralized solutions for ensuring data integrity, traceability, and secure data
sharing. The immutable nature of blockchain ledgers provides an ideal platform
for managing sensitive medical records, including watermarked medical images
and patient identity data. This section reviews key blockchain-based approaches
that have been proposed to secure medical data, enhance copyright protection,

and facilitate traceability in healthcare systems.

2.4.1 Blockchain for Image Authentication and Copyright

Protection

Early efforts to integrate blockchain with medical image security focused on elimi-
nating the need for trusted intermediaries while ensuring data authenticity. In (89)
leveraged the Ethereum blockchain combined with IPFS to address challenges as-
sociated with data expansion in blockchain systems. Their zero-watermarking
approach avoided altering the image data while still embedding a unique signa-
ture that could be verified on the blockchain.

Chen et al. (86) proposed a framework for image copyright protection that com-
bined a zero-watermarking technique with blockchain and IPFS. Traditionally,

zero-watermarking relied on a trusted third party for storage, which introduced
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security and reliability concerns. To address these issues, the authors eliminated
the need for a third party by utilizing blockchain’s decentralized and tamper-proof
features, ensuring secure and dependable storage of zero-watermark data. IPFS
enabled efficient storage and sharing of large files, while smart contracts were
utilized to manage copyright information, image queries, and transactions, pro-
moting transparency and trust. Another innovative approach is presented by Fang
et al. (91), who introduced a block watermarking technique that embeds keys into
all image blocks, forming a linear cyclic chain. In this method, each block contains
a watermark derived from adjacent blocks, ensuring any tampering can be local-
ized and verified. Block-based watermarking provides enhanced traceability and
an effective mechanism for detecting unauthorized modifications when combined

with blockchain storage.

In addition to watermarking, Meng et al. (92) proposed a copyright manage-
ment system that integrates digital watermarking with blockchain technology.
Their system also employs perceptual hash functions, QR codes, and decentral-
ized storage via IPFS. Recording watermark information and timestamps on a
tamper-resistant blockchain provides robust copyright protection and simplifies

the ownership verification process.

2.4.2 Blockchain for Medical Image Traceability and Ver-

ification

The traceability of medical images is crucial for ensuring that the images used
in diagnosis and treatment are authentic and unaltered. Several studies have
explored using blockchain to track and verify medical images throughout their

lifecycle.

Mannepalli et al. (93) extended this concept by developing a blockchain-supported
framework that integrates invisible watermarking with encryption. In their sys-
tem, the watermark is embedded into the edge components of the image via edge
detection on the DWT coefficients. The encrypted watermark is stored on the
blockchain, which provides an additional layer of protection against tampering.

Li et al. (94) further advanced blockchain-based methods by proposing a scheme
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designed explicitly for compressively sensed images. Their method combines multi-
media watermarking with compressed sensing, IPF'S, and blockchain technologies.
The approach leverages the confidentiality of compressed sensing and the decen-
tralization of blockchain to offer a robust solution for securing large-scale medical

image databases.

2.4.3 Combining Blockchain with Encryption and Com-

pression

Integrating blockchain with encryption and compression techniques provides a
comprehensive security framework for medical images. Such systems address the
dual challenge of maintaining data integrity during storage and transmission and
ensuring that the images remain accessible and verifiable across distributed net-

works.

Alghamdi et al. (95) contributed to this field by presenting a database water-
marking method that uses blockchain as a trusted intermediary. Their method
reduces reliance on centralized authorities by storing copyright information and

verification data on an immutable blockchain ledger.

Blockchain-based systems also address the challenge of scalability. As medical data
grows exponentially, decentralized storage solutions such as IPF'S, when combined
with blockchain, offer a promising solution to handle large datasets by ensuring
that compressed and encrypted medical images are stored off-chain (in systems
like IPFS). At the same time, critical verification data is kept on-chain. These

systems maintain efficiency without sacrificing security.

2.4.4 Challenges and Future Directions

Although blockchain-based systems enhance transparency, several concerns re-
main unresolved. Scalability is vital as the volume of medical images continues
to climb. Large file sizes and the cost of storing data on-chain remain signifi-
cant barriers, pushing designs toward off-chain solutions like IPFS. In addition,

real-time performance is essential for urgent care scenarios, which require further
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optimization of consensus mechanisms or protocols that interface with medical

imaging archives.

Integration complexities also arise. Legacy healthcare systems, especially smaller
clinics, may struggle with adopting novel protocols. Standardized frameworks
and interfaces that elegantly merge watermarking, encryption, compression, and
blockchain are still in development. Beyond that, privacy laws and regulations

differ internationally, complicating uniform deployment.

In the future, converging deep learning with blockchain-based watermarking could
automate tamper detection. Machine learning models might learn to ’recognize’
legitimate watermarks and automatically flag unauthorized changes. Similarly,
adaptive algorithms that fine-tune compression or encryption parameters in real-
time, based on changing bandwidth or user demands, could further streamline the
e-health data flows.

2.5 Synthesis and Comparative Analysis

The reviewed literature, as summarized in Tables 2.1 and 2.2, illustrates an evolu-
tion from simple watermarking methods to sophisticated hybrid systems that com-
bine watermarking, compression, encryption, and blockchain technologies. Our
proposed approaches provide complementary perspectives on securing medical im-

ages and ensuring data traceability in e-health systems.

The application of blockchain technology marks a significant advancement in ad-
dressing the challenges of data traceability and immutability. Researchers can
eliminate reliance on centralized authorities by decentralizing the storage of verifi-
cation data and embedding critical information (such as watermarks and hashes)
onto blockchain ledgers. Blockchain provides an immutable record that can be
used to verify image authenticity, trace any modifications, and ensure compliance

with regulatory requirements.

The proposed methods, MLSF and IDAW, comprehensively address the signifi-
cant challenges identified in previous medical image verification and traceability
studies. Prior approaches have been hindered by blockchain data expansion, com-

plex implementations, scalability issues, and vulnerability to attacks. At the same
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Table 2.1: Summary of Existing Studies on Medical Image Water-

marking
Reference WatermarkingTechniques / Do- Key Advantages Limitations
Type mains

Susanto et Non-blind DCT + Two-level of - Enhances robustness - Requires the original
al. (74) HWT; focuses on LL2 and imperceptibility - image during extrac-
subband Optimizes embedding tion - Additional stor-

region age overhead
Pandey et al. (75) Non-blind Color watermarking in - Preserves diagnostic - Needs the original im-

Y channel (YCbCr) +
Two-level LWT + SVD

quality - Suitable for
color images

age - Complexity in
storage and retrieval

Manasi Jana et

al. (76)

Non-blind

Self-embedding fragile
watermark;  AMBTC-
based tamper detection;
4 x 4 blocks

- Enables localization of
tampering - Partial re-
covery possible through
self-embedding

- Original image re-
quired for exact recov-
ery - Overhead from
storing block features

Lu et al. (77)

Non-blind
(Dual-Image
RDH)

Two-digit base-9 encod-
ing + reversible data
hiding in two separate
cover images

- Increases embedding
capacity significantly -
Maintains overall image
quality

- Requires two cover im-
ages - Still dependent on
original references for
complete reversibility

Laouamer et Non-blind LBP for ROI identifi- - Good preservation of - Must have an origi-
al. (78) cation; linear interpola- texture details - Main- nal image for extraction
tion for embedding tains medical diagnostic - Lacks additional en-

features cryption
Soleymani et Blind ACM + FDCuT in - Strong image scram- - Vulnerable if uniform
al. (79) high-frequency bands bling via ACM - High regions are chosen inad-

imperceptibility in
high-frequency embed-
ding

vertently - No explicit
integration with en-
cryption or blockchain

Hebbache et Blind Image gradients + - Robust against dis- - Gradient-based block

al. (80) DWT; embeds water- ruptions by targeting selection may be impre-
mark in LL band using gradient-based blocks - cise - No separate en-
3 x 3 blocks selected by Uses LSB for minimal cryption or blockchain
gradient data visual distortion

Kahlessenane et Blind DWT + ZigZag scan- - Large embedding ca- - Not combined with

al. (38) ning in LL subband; pa- pacity - Low distortion encryption - Single-
tient data hash embed- by reorganizing LL co- transform approach can
ding efficients be less robust under

severe attacks
Nazari et al. (81) Blind IWT, LSB, chaotic se- - Protects ROI by ex- - Complexity from sep-

quences; ROI vs.
ROI separation

non-

cluding it from em-
bedding - Chaotic se-
quences add encryption
randomness

arate ROI handling -
Blind mode may reduce
robustness under heavy
modifications

Kumar et al. (82)

Semi-blind

LWT + alpha blending
+ edge detection + en-
tropy + ACM

- Minimizes reliance on
full host image - Tar-
gets visually active re-
gions to reduce distor-
tion

- If reference data is
compromised, a scheme
may be vulnerable - No
blockchain-based long-
term traceability

Jana et al. (83) Semi-blind Image interpolation + - High embedding ca- - Interpolation overhead
bit reversal permutation pacity - Eliminates the - Lacks a broader secu-
+ encryption need for an original im- rity framework
age via an interpolated
cover
Zear et al. (84) Semi-blind 3-level LWT, DCT, - Multiple transforms - Partial host-image
SVD, plus MD5 hash- enhance resilience - data still used - No
ing and Hamming MD5 +  Hamming blockchain for external
coding coding increases the traceability
security  of  textual
watermark
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Table 2.2: Summary of Existing Studies on Medical Image Water-
marking (Continued)

Reference

WatermarkingTechniques

Type

/ Do-

mains

Key Advantages

Limitations

Munir et al. (85)

Semi-blind

Spatial-domain water-
mark + chaotic map +
differential evolution

- Chaos-based scram-
bling offers good secu-
rity - Does not require
storing the original im-
age

- Complexity in DE pa-
rameter tuning - No
explicit compression or
advanced encryption

Wang et al. (89) N/A  (Com- Zero-watermarking + - Image remains un- - No direct watermark
pression + blockchain + IPFS; altered - Decentralized embedding in the image
Blockchain) minimal image alter- verification removes re- - Potential IPFS over-
ation liance on TTP head and complexity
Faiza Huma et N/A (En- DWT + LSB substitu- - Solid confidentiality - No blockchain integra-
al. (87) cryption) tion + AES in output for patient info - Com- tion - Storage scaling
feedback mode bines wavelet embed- issues not directly ad-
ding + encryption dressed
Anand et al. (40) Blind / DWT + SVD + chaotic - Robust synergy of - Lacks blockchain
Encryption- encryption + LZW transforms and encryp- for traceability -
Integrated compression; Hamming tion - Effective against Potentially high com-
coding for watermark channel noise putational overhead
text
Alsehli Abrar et N/A (En- 3-level DWT embed- - Multi-layer security - Single-transform ap-
al. (73) cryption 4+ ding + AES 4+ SHA-256 approach - Tamper- proach - Potential scal-
BC) + blockchain proof via blockchain ing issues for large data
volumes
Ernawan et N/A (En- Adaptive scaling fac- - Embedding intensity - No blockchain for ex-
al. (88) cryption) tor in DWT-DCT do- scaled adaptively - ternal verification - Not
main; complements en- Maintains fidelity post- explicitly a blind or
cryption compression semi-blind scheme
Chen et al. (86) N/A QR code watermark + - Integrates watermark - Possible overhead if
(Blockchain) ~ DCT embedding + en- + encryption + BC - the QR region is tar-
cryption + blockchain Improved tamper resis- geted - No mention of
tance transform synergy (e.g.,
wavelet + DCT)
Fang et al. (91) N/A Block watermark + - Local tampering easily - Potential overhead
(Blockchain)  linear  cyclic  chain; detected - High trace- from block-wise index-
blockchain storage of ability of each block ing - Not specialized for
keys wavelet or transform-
based embedding
Meng et al. (92) N/A Digital watermark + - Robust copyright - High multi-tech com-
(Blockchain)  blockchain + perceptual management - Times- plexity -  Potential
hashes + QR codes + tamping and tamper- data expansion in large
IPFS resistant storage repositories
Mannepalli et N/A Invisible  watermark- - Suited for tamper de- - Does not detail
al. (93) (Blockchain)  ing + edge detection tection - Data on-chain wavelet subband selec-
(DWT) + blockchain to ensure authenticity =~ tion or compression -
Overhead if many edges
are watermarked
Li et al. (94) N/A Multimedia water- - Addresses large-scale - High complexity -
(Blockchain)  marking + compressed data - Decentralized au- Real-time or partial ref-
sensing + IPFS + thentication erence not detailed
blockchain
Alghamdi et Database Wa- Blockchain as trusted - Tamper-proof ledger - Not specifically
al. (95) termarking intermediary; copyright reduces single-point  transform-based for
info stored on-chain failure -  Simplifies medical imaging - Over-
verification head can be large with

big databases
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time, reliance on machine learning and intricate transformations often resulted in

excessive computational overhead.

Our MLSF framework strategically integrates blockchain, watermarking, compres-
sion, and AES-256 encryption to enhance overall security, integrity, and traceabil-
ity in real-world applications. It also aims to minimize computational overhead
and simplify deployment in standard clinical workflows, which is particularly ben-

eficial for hospitals managing large imaging databases.

Complementarily, our IDAW method introduces two critical innovations: first, by
applying the Arnold Cat Map to shuffle the host image, it embeds the watermark
during the iterative process, thereby achieving minimal distortion through the op-
timal iteration selection; and second, by concentrating on embedding within non-
flat regions specifically those characterized by edges and contours as determined
by wavelet analysis it significantly improves robustness while minimizing visual
impact. MLSF and IDAW collectively overcome previously reported shortcom-
ings by merging these conceptual pillars. High-level encryption, blockchain-based
traceability, wavelet-domain insertion, and iterative chaotic scrambling converge
to produce an integrated framework that meets the complex needs of e-health

security.

2.6 Conclusion

This chapter reviewed foundational and emerging scholarship on medical image
security, spotlighting the interplay among watermarking, compression, encryp-
tion, and blockchain-based traceability. Each watermarking category, non-blind,
blind, and semi-blind, offers distinct strengths and constraints, revealing trade-
offs in storage feasibility, computational overhead, imperceptibility, and tamper
resilience. Meanwhile, compression and encryption remain vital in e-health, ex-
pediting the secure transmission of large images. Blockchain adds decentralized,
immutable records that bolster trust among healthcare stakeholders by eliminating

single points of failure.

Although research has advanced considerably, the continuing shift of medical sys-

tems to digital platforms, ongoing imaging innovations, and the global push for
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data exchange underscores the need for solutions capable of handling enormous
data volumes. Additionally, as machine learning—driven watermarking evolves,
interpretability and efficient resource use remain essential, preventing undue com-

plexity.

Against this backdrop, the methods proposed in this thesis MLSF and IDAW ap-
proaches address these complexities by embedding watermarks in minimally dis-
torted regions, leveraging transforms and chaos-based encryption, and integrating
blockchain verification. They offer practical avenues toward more secure, reliable
medical imaging workflows. They pave the way for data protection and real-world

healthcare adoption.
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Chapter 3

The Proposed Contributions

This chapter outlines the significant contributions of this research in advancing
medical image watermarking for secure e-health applications. The presented con-
tributions stem from two published works addressing critical data security, in-
tegrity, and robustness challenges. The contributions are organized into thematic

areas reflecting the advancements made in this thesis.

3.1 Introduction

The contributions presented in this chapter collectively address significant chal-
lenges in secure medical imaging. This research enhances the robustness, security,
and traceability of medical image watermarking by developing novel frameworks
and techniques, offering scalable and efficient solutions for secure e-health appli-

cations.

The first significant contribution of this research is developing a multi-layered
security framework for medical image security. The framework integrates multiple
technologies, including compression, digital watermarking, symmetric encryption,
and blockchain, to ensure the security and traceability of medical images. Using
the DWT and LSB techniques, a compressed fingerprint watermark is embedded
into the LL2 sub-band of the host image. This approach achieves remarkable
imperceptibility, evidenced by a peak signal-to-noise ratio (PSNR) of 63.24 dB
and a structural similarity index (SSIM) of 1. Blockchain technology is employed
with AES-256 encryption and IPFS decentralized storage to enhance data integrity
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and prevent tampering. This ensures the reliability and transparency of data in
e-health systems, offering a secure and scalable solution for real-world medical

image management.

A second key contribution is designing a robust semi-blind watermarking tech-
nique that combines ACM and DW'T to embed palmprint watermarks. This tech-
nique balances imperceptibility and robustness, addressing critical challenges in
mitigating integrity attacks. The experimental results demonstrate excellent per-
formance, with a PSNR of 53.95 dB and an SSIM of 0.99996, indicating minimal
distortion in the host image after watermark embedding. The technique is com-
putationally efficient, with embedding and extraction times of 0.01218 seconds
and 0.006875 seconds, respectively, making it particularly suitable for real-time
applications. By leveraging ACM’s chaotic properties and the multi-resolution ca-
pabilities of DWT, the method ensures resilience against noise interference, com-

pression, and filtering attacks.

This research further contributes by enhancing the robustness of medical image
watermarking against a wide range of common attacks. The techniques proposed
in this work effectively safeguard watermarked images from adversarial manipu-
lation, including compression and noise interference. Robustness is achieved by
embedding the watermark in the DWT-transformed host image’s stable and low-
frequency LL2 sub-band, ensuring resistance to high-frequency distortions. Using
AES-256 encryption and blockchain technology adds a layer of security, ensuring

immutability and traceability.

Preserving the diagnostic quality of medical images has been a critical focus
throughout this research. Both proposed methods were rigorously evaluated using
standard quality metrics such as PSNR and SSIM to ensure that the embedded
watermarks did not compromise the visual or diagnostic integrity of the medical
images. By targeting the LL2 sub-band for watermark embedding, the research
achieves a high degree of imperceptibility while maintaining the original image’s

usability for diagnostic purposes.

Finally, the proposed frameworks and techniques were designed with practical
applications in mind, particularly for e-Health systems. The MLSF integrates

seamlessly with hospital IT systems and insurance platforms, providing a secure
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and transparent mechanism for sharing sensitive medical images. With its com-
putational efficiency, the semi-blind watermarking technique is especially suited
for deployment in resource-constrained environments, ensuring that advanced se-
curity measures are accessible in diverse healthcare settings. These contributions
collectively address the challenges of security, robustness, and scalability, mak-
ing significant advancements in medical image watermarking for secure e-health

applications.

3.2 Proposed Schemes

3.2.1 The Multi-Layered Security Framework Specifications

The proposed Multi-Layered Security Framework (MLSF) incorporates structured
procedures, as depicted in Figure 3.1, which outlines the watermark embedding
process. Initially, the watermark, represented by a fingerprint, undergoes prepro-
cessing, converting it into a binary image. The BSIF technique is then applied to
extract distinctive features, resulting in a binary matrix representation of these
features. A second-level Discrete Wavelet Transform is performed for the host
image before embedding the watermark using the method described in Equa-
tion (96). This section elaborates on the MLSF watermarking algorithm, divided
into two primary phases: embedding and extraction. Inserting and retrieving the
watermark involves multiple sequential steps, culminating in the encryption of
the watermarked image and its secure storage within a blockchain system. This
approach ensures robust data integrity, authentication, and protection against

unauthorized access.

3.2.1.1 Binary Matrix Compression with Integrity Verification

Compressing a Binary Statistical Image Features-based watermark prior to its
integration into the host medium is essential for optimizing imperceptibility and
ensuring robustness against distortion or tampering (97). This preprocessing step
reduces the watermark’s payload, thereby minimizing its perceptible impact on

the host media while retaining its structural and informational integrity.
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The proposed methodology involves decomposing the binary matrix into two dis-
tinct vectors, H (horizontal summary) and V' (vertical summary), which collec-

tively encapsulate the spatial distribution of the binary data. The compression

100
mxn’

where m and n

efficiency of this approach is quantified by the ratio R,, =
denote the dimensions of the initial binary matrix (98). This mathematical frame-
work ensures a balance between data compactness and fidelity, enabling seamless
embedding without compromising the watermark’s detectability or resilience in

subsequent authentication processes.

Algorithm 2 Binary Matrix Compression

Require: Binary matrix M of size m x n, where M|[i][j] represents the element
at the i row and ;' column
Ensure: Vectors H and V, and hash value Hash(M)
1: Initialize H = [0] x m, where m is the number of rows in M V = [0] * n, where
n is the number of columns in M
2: Compute Horizontal Summary H
3: for each row ¢ in M, calculate H|[i] as follows do

Hlil = > M)

> where H[i] represents the total count of 1’s in the i*® row
4: end for
5: Compute Vertical Summary V
6: for each column j in M, calculate V[j] as follows do

> where V[j] represents the total count of 1’s in the j*® column
7: end for
8: Generate Hash of Matrix M Compute Hash(M ), a unique identifier for M
9: Return the horizontal and vertical summaries (H and V'), and Hash(M)

Algorithm 2 optimizes the storage requirements for the matrix M by compressing
it into its row and column summaries (H and V'), while ensuring data integrity and
uniqueness through the incorporation of Hash(M). This approach is particularly
advantageous for applications that demand efficient storage and robust integrity

verification, such as blockchain-based data storage systems.
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The recovery process, outlined in Algorithm 3, reconstructs the original binary
matrix M from its compressed representation, which includes the horizontal and
vertical summaries (H and V') and the hash value Hash(M). By leveraging these
summaries and the hash, the algorithm identifies a matrix configuration corre-

sponding to the compressed data.

Algorithm 3 Binary Matrix Recovery

Require: Vectors H and V, and hash value Hash(M)

Ensure: Binary matrix M of size m X n
1: Initialize an empty matrix M’ of size m x n with all elements set to zero
2: function RECONSTRUCT MATRIX

3: for each possible configuration of M’ that matches the summaries H and
V do

4: Fill M’: Ensure the sum of 1’s in each row and column matches H[i]
and V'[j] respectively.

5: Compute Hash(M'): Calculate the hash of the current configuration
of M".

6: Check Match: If Hash(M') = Hash(M), then M’ is the correct
reconstruction of M.

end for

8: end function
9: Return M’": Once a match is found where Hash(M') = Hash(M), return
M’ as the reconstructed matrix

The described methodology employs the horizontal and vertical summaries (H and
V') in conjunction with the cryptographic hash value Hash(M) to reconstruct the
original matrix. This is achieved by systematically exploring potential matrices
that satisfy the predefined constraints derived from these parameters. The algo-
rithm guarantees the fidelity of the recovered matrix M’ to the original matrix
M by validating the congruence of the computed summaries and the hash value,

ensuring compliance with the integrity conditions.

This reconstruction mechanism holds significant importance in domains necessi-
tating rigorous data integrity assurance, such as blockchain-based systems, where
precise and dependable data reconstruction is essential for preserving transactional

transparency and trustworthiness.
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To reconstruct M, the process involves identifying a 5 x 5 matrix M’ that aligns
with the given row and column summaries H and V' and matches the hash value
Hash(M).

During this process, each candidate matrix M’ is evaluated to ensure it satisfies
the specified number of 1's in each row and column, as defined by H and V.
Additionally, if the hash value is available, it is verified that the hash of M’

corresponds to Hash(M), ensuring the accuracy of the reconstruction.

The time required to regenerate the watermark for a matrix of dimensions W x W

can be determined using Equation (3.1):

T(W) =2"" X tprocess (3.1)

In this equation, ow? represents the total number of possible matrices of size
W x W, while t,;0cess denotes the time required to process each matrix. The
processing time fpocess 15 defined as the sum of tp,g, the time taken to compute
the hash, and tcompare, the time required for comparison, both of which are constant

values.
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3.2.1.2 Embedding Process

A two-level DWT is applied to the host image, decomposing it into four distinct
frequency sub-bands: LL2 (approximation), HL2 (horizontal details), LH2 (verti-
cal details), and HH2 (diagonal details). The watermark is embedded within the
LL2 sub-band, as it retains the most significant structural information of the orig-
inal image in the spatial domain. The mathematical formulation of the DWT is
expressed in Equation (3.2), providing a systematic approach to frequency domain

transformation for watermarking applications.

C(, k) =) w(n,m)v;x(n,m) (3.2)

In this formulation, 1; ;(n, m) represents the wavelet basis functions, while C(j, k)
denotes the corresponding wavelet coefficients. Embedding the watermark within
the LL2 sub-band, as defined in Equation (1.2), ensures the preservation of per-
ceptual quality while enhancing robustness against various image processing op-

erations.

The LL2 sub-band is particularly suitable for watermarking applications due to its
high structural stability and reduced susceptibility to compression artifacts and
high-frequency distortions. This characteristic makes it an optimal domain for

embedding imperceptible yet resilient watermark information.

The watermark, represented by the vectors H and V', is embedded into the LL2
sub-band using the LSB modification technique, as defined by Equation (3.3). The
modified pixel value P} is obtained by embedding a bit d; into the original pixel

P; using the following operation:

Pl = (Pt ~ 1) (33)
where:

o Pj denotes the pixel value after embedding the watermark bit.

o The bitwise AND operation (&) is used to clear the least significant bit
(LSB) of P;.
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o The expression ~ 1 generates a bitmask that ensures the LLSB is set to zero.

« The bitwise OR operation (|) assigns the LSB of P; to the watermark bit d;.

This approach ensures efficient watermark embedding while maintaining the in-
tegrity and imperceptibility of the host image, thereby enhancing robustness against

potential image manipulations.

Algorithm 4 Watermark Embedding

Require: Fingerprint image W, host image, and predefined parameters
Ensure: Watermarked image
1: Apply the BSIF method to the fingerprint image W to obtain the binary
feature image W__ BSIF
2: Compute the hash Hash(W __BSIF) using the following equation:

Hash(M) = SHA — 256(W_BSIF)

3: Perform matrix compression as described in Section 3.2.1.1 to derive the hor-
izontal and vertical feature vectors H and V:

Hli =" MEGL . VG =Y M)

W~

: Apply second-level DWT to the host image and select the LL2 sub-band
: Embed Vectors H and V' into LL2 using the LSB method Equation (1.3)
: Apply 2nd-level inverse DWT to obtain the final watermarked image

[S2 I

Algorithm 4 implements a systematic approach for embedding a watermark into
the host image. Initially, the BSIF method is applied to the fingerprint image
to generate its binary feature representation, followed by the computation of a
cryptographic hash for integrity verification. A compression algorithm is then
utilized to derive the horizontal and vertical feature vectors, H and V', from the
binary feature matrix. These vectors are embedded within the LL2 sub-band
of the host image using the LSB substitution technique. Finally, a second-level
inverse DWT is performed to reconstruct the watermarked image while ensuring

imperceptibility and robustness.
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3.2.1.3 Secure Storage of Watermarked Images with Blockchain and
IPFS

A secure and resilient storage framework for watermarked images can be estab-
lished by integrating blockchain technology with the InterPlanetary File System
(IPFS) and digital watermarking techniques. Specific security measures must be
implemented to safeguard the confidentiality and integrity of images stored on
IPFS. Given specific images’ critical nature and sensitivity, particularly in medi-
cal applications, encryption or access control mechanisms are essential to prevent

unauthorized access.

An encrypted storage scheme is proposed to enhance data security, ensuring that
images remain protected while maintaining controlled visibility. In this approach,
stored images are encrypted prior to being uploaded to the IPFS network, ren-
dering them inaccessible without the appropriate decryption key. Upon retrieval,
authorized users must possess the corresponding cryptographic key to decrypt and
access the original image. This methodology strengthens data security, facilitates
efficient image management, and ensures robust authentication of watermarked
images. The procedural steps for implementing this secure storage strategy are

outlined in Algorithm 5.

The secure storage and verification process for watermarked images begins with
the input of the watermarked image (1,,), associated metadata (Info), and an en-
cryption key (K). To ensure confidentiality, the image undergoes encryption using
the Advanced Encryption Standard (AES), yielding the encrypted watermarked

image I, computed as:

Ione = AESencrypt(1,, K).

The encrypted image I, is then uploaded to the InterPlanetary File System
(IPFS), generating a unique content identifier (CID), denoted as Hipps. A per-
ceptual hash function is applied to [, to further establish a unique reference,

producing a unique identifier (UID).
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A structured record, defined as R = {UID, Info, Hipps}, is subsequently created

and recorded on the blockchain. This submission generates a blockchain trans-

action (T},), ensuring the stored watermarked image’s integrity, authenticity, and

traceability.

Algorithm 5 Secure Storage of Watermarked Images.

Require: Watermarked image [I,,, additional information Info, encryption key

K

Ensure: Transaction ID Tz, IPFS hash Hippg

1:

Encrypt the watermarked image I, using the key K to obtain the encrypted
image epe.

Upload I, to IPFS and receive the IPFS hash Hipps.

Generate a unique identifier (UID) using a perceptual hash function (e.g.,
DHA) on I,,.

Create a record R containing UID, Info, and Hipps.

Submit the record R to the blockchain and obtain the transaction ID Tx.

The integration of blockchain technology within the proposed MLSF provides

a robust mechanism for safeguarding medical images through the following key

functionalities:

o Preservation of Image Integrity: Blockchain ensures the immutabil-
ity of medical images by preventing unauthorized alterations or tampering,

thereby maintaining their authenticity after storage.

o Decentralized Trust Management: The distributed nature of blockchain
facilitates secure image sharing among institutions without reliance on a cen-
tralized authority, thereby enhancing trust and security in inter-organizational

data exchange.

o Automated Access Governance: Smart contracts enforce secure, auto-
mated access control mechanisms, regulating permissions dynamically and

eliminating the need for manual intervention.
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o Transparent and Immutable Audit Trails: FEvery interaction with
stored image data is permanently recorded on the blockchain, ensuring com-
prehensive traceability of access and modifications, thereby enhancing ac-

countability and compliance.

This structured approach leverages blockchain’s cryptographic security and de-
centralized architecture to strengthen the reliability, privacy, and accessibility of

medical image management.

A structured four-step process, depicted in Figure 3.2, is designed to secure wa-
termarked images within the proposed framework. The process begins with en-
crypting each watermarked image, enhancing security by restricting access to au-
thorized users. Advanced Encryption Standard (AES) encryption maintains data

confidentiality and prevents unauthorized disclosure.

Upon encryption, the secured image is uploaded to the IPFS and assigned a unique
content identifier (CID). This CID is generated from the file’s cryptographic
hash (99), enabling efficient and decentralized retrieval from any participating
node within the IPFS network (100).

The generated hash is subsequently recorded on a blockchain to reinforce data
integrity and ensure an immutable record of image ownership and storage location.
This process establishes a transparent and tamper-proof ledger, safeguarding the

stored watermarked images’ authenticity, integrity, and copyright.

The MLSF provides significant advantages for medical imaging systems, partic-
ularly in facilitating secure image exchange, mitigating fraudulent activities, and
maintaining data integrity. Its inherent scalability, supported by blockchain and
IPFS, enables the efficient handling of large datasets typical of hospital informa-
tion systems and insurance platforms, ensuring secure and verifiable medical data

management.

AES is employed in encrypting watermarked images (101), providing high crypto-
graphic security. The watermarked image is converted into an unreadable format
through AES encryption, ensuring that only authorized entities possessing the cor-

rect decryption key can retrieve its original content. This encryption mechanism
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enhances data confidentiality while reinforcing resistance against unauthorized ac-

cess and tampering, thereby preserving the integrity and security of the embedded

watermark.

3.2.1.4 Extraction Process
Figure 3.3 presents the structured process for extracting embedded watermarks.
The encrypted watermarked image (Io,.), securely stored and shared via the

blockchain, undergoes decryption using the AES-256 algorithm with the corre-
sponding cryptographic key (Key). The decryption operation is expressed as:

I, = AESdecrypt(Ione, Key)

where [, represents the retrieved watermarked image.
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Following decryption, a second-level of DWT is applied to I, to achieve multi-
resolution decomposition. The LL2 sub-band, which contains the embedded fea-
ture vectors H and V, is isolated for further processing. The LSB extraction
method, formulated in Equation (3.4), is then employed to recover the watermark
by extracting the vectors H and V' from the LL2 sub-band. This approach ensures
the accurate retrieval of the embedded watermark while maintaining the integrity
of the host image.

d; = P]' &1 (3.4)

The following equation governs the extraction of the watermark bit d; from the
least significant bit of the modified pixel value P;. The extracted bit sequence
is represented as d; = [dy,da, . .., dn, +n, ], where Ny and Ny correspond to the

lengths of the horizontal and vertical feature vectors, respectively.

The reconstruction of the watermark components is defined as follows:

e The horizontal feature vector is reconstructed as:

H = D[l : Ny

e The vertical feature vector is reconstructed as:

This process ensures the accurate retrieval of the embedded watermark, preserving
the structural integrity of the extracted information. When the lengths of the
embedded feature vectors H and V' are predetermined, they function as additional
cryptographic keys for watermark extraction. The parameter Ny denotes the
length of H in elements, while Ny represents the length of V' in bits, facilitating

precise reconstruction of the embedded watermark.

The structured procedure for extracting the watermark is outlined in Algorithm 6,

ensuring methodical retrieval and verification of the embedded information.

62



Encrypted I,,,.

Decrypt
Image

W_BSIF
Matrix

Converr 01101100
<«—— 01101111
01110110

01100101

Extracted W

Watermarked image
| DWT level 2
Wavelet e HL
Transform o || 1
7
LH, HH,
ELELEL-TE Extracting
2]6[7]a[8]... 5] .
Using LSB
Recovery HYV
b +

W _BSIF
Hash

Figure 3.3: The Extraction Steps of the Multi-Layered Security

Framework.

Algorithm 6 Watermark Extraction Process

Require: Watermarked image I,

Ensure: Extracted binary watermark matrix
1: Apply second-level DWT to [, and isolate the LL2 sub-band.

2: Extract the feature vectors H and V from the LL2 sub-band using LSB ex-

traction method, as formulated in Equation (3.4).

3: Reconstruct Matrix M’ from the extracted vectors H and V.

4: Check the match between Hash(M) and Hash(M'). Repeat step 3 until the

correct M’ is obtained

5: Transform the reconstructed matrix M’ to retrieve (W __BSIF') extracted.

MLSF ensures the reliable recovery of both the encrypted watermarked image and
the extracted BSIF watermark. The encrypted watermarked image is securely

stored and distributed via blockchain and IPFS, guaranteeing data integrity and

retrieval in the event of corruption or malicious attacks 3.2.1.3.

For the BSIF watermark extraction, the recovery process involves verifying the in-
tegrity of the reconstructed binary feature matrix by comparing its cryptographic
hash hash(M) with the hash of the reconstructed matrix hash(reconstruct M’).

This validation ensures the accurate retrieval of the embedded watermark, main-

taining robustness and reliability throughout the extraction process.
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3.2.2 Improved DWT and ACM Watermarking Approach

Specifications

This subsection delineates the technical specifications of the proposed IDAW wa-
termarking framework, detailing its constituent components and methodological
implementation. The scheme employs a structured approach, commencing with
the application of ACM to the host image to introduce a level of transformation
that enhances security. Subsequently, a single-level DW'T is applied to the trans-
formed image to facilitate multi-resolution analysis, optimizing the embedding
process. The watermark is then systematically embedded using mathematically
defined operations to ensure robustness and imperceptibility. This section pro-
vides a comprehensive exposition of the watermarking algorithm, encompassing
both the embedding and extraction procedures, which are meticulously structured
into sequential stages to maintain methodological integrity and computational ef-

ficiency.

3.2.2.1 Embedding Process

The initial phase of the watermark embedding process involves the application
of the Arnold Cat Map to the host image, introducing a transformation that re-
organizes pixel positions in a deterministic yet seemingly random manner. This
transformation is mathematically expressed as iteration ¢ = ACM(/,i), where
I represents the original image and ¢ denotes the iteration index. Following this
transformation, a single-level DWT is applied to decompose the transformed image
into its respective frequency subbands, enabling efficient multi-resolution represen-
tation. The wavelet decomposition facilitates subsequent watermark embedding

while preserving image integrity and enhancing robustness against distortions.

Equation (1.1) formally specifies the transformation coefficients. For a given input
image matrix [ at a particular iteration, the application of DWT results in the
decomposition of the image into four distinct subbands: LL, LH, HL, and HH.
These subbands correspond to different frequency components and directional de-
tails within the image, effectively capturing structural variations across multiple

resolutions and orientations (10).
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In the subsequent stage, the watermark W undergoes preprocessing using a Gabor
filter, which enhances its feature extraction capability by capturing local texture
details and prominent line structures within the palmprint. This initial trans-
formation facilitates the identification of significant spatial variations, thereby
improving the robustness of the watermarking process. The filtered output is

mathematically represented as:

Ghiter (P) = Wg

Following this, the processed watermark Gyyer (P) is converted into a binary format

to ensure consistency in embedding:

Whinary = convert to_ binary(W¢)

Subsequently, the binary watermark is embedded into the high-frequency HH
subband of the transformed image iteration using a weighted linear combination,

as expressed in Equation (3.5):

iw=(1—t)xW+tx HH, where t€]0,1]. (3.5)

Here, t serves as a tunable parameter governing the trade-off between watermark
visibility and imperceptibility, ensuring minimal perceptual distortion while main-

taining the integrity of the embedded watermark.

In this process, the parameter ¢ is set to 0.98, ensuring an optimal balance between
watermark visibility and imperceptibility. The parameter ¢ is constrained within
the range 0 < t < 1, allowing for controlled modulation of the watermark’s percep-
tibility. Following the embedding phase, the Inverse Discrete Wavelet Transform is
applied to reconstruct the modified image. Specifically, IDWT is performed on the
coefficient set (LL, LH, HL,iw), where tw represents the modified high-frequency
subband incorporating the embedded watermark W within the H H component of
the transformed host image (102). For j > jo, the IDWT reconstruction process

is mathematically defined as:
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where f(z), ¢j, x(x), and ©; () are functions of the discrete variable z = 0, 1,2, ..., M —
1, with decomposition levels denoted by 7 =0,1,2,...,J — 1 and frequency sub-
bands indexed by k = 0,1,2,...,2/ — 1. The transformation coefficients are
formally defined in Equation (3.6), ensuring an accurate reconstruction of the

watermarked image while maintaining the integrity of embedded information.

Once the watermarked iteration is generated, it undergoes an additional trans-
formation using ACM to finalize the iterative process, producing the fully water-
marked image. The ACM is applied to the pixel coordinates of the host image,
performing a deterministic scrambling operation that enhances security and resis-

tance to attacks. The transformation is mathematically defined as:

MR

:L,/
] denotes the original spatial coordinates of a pixel, [ /] represents the
Y Y

transformed coordinates after applying ACM, and M corresponds to the image

where [x

dimensions. This iterative mapping introduces a pseudo-random permutation of
pixel positions while maintaining reversibility, facilitating secure watermark em-

bedding and extraction.

This process is iteratively executed across multiple ACM transformations, where
at each iteration ¢+ 1, the watermark embedding is adjusted to refine the transfor-
mation effect. The procedure continues until the predefined number of iterations
is completed, generating a sequence of watermarked images corresponding to dif-
ferent ACM iterations. To determine the most perceptually optimized result, the

Peak Signal-to-Noise Ratio (PSNR) is computed for each watermarked image.

66



ld N
/ \

’ W \
I ‘Watermark \
I 1

|
' I
! I
! I
| W Filtered |
! I
| 8. osate I

pn TE EE =D En En = EE o o S e = - —
1 Bina Vg Iteration ~ \ |
| R / Transformed Iteration i \ Host image |
I ' i\ N N 1
! |
! [
! [
! I
! I
! I
! [
1 Watermarked ACM |
1 iteration I
| Transformed \ NN |
\ S“\\\‘ MANNN N
\ Watermarked Watermarked image /
\ iteration i - /
N SN e e eeme—— === — - - - 7/
~ -,
~ T . S . EEE EEE EEE EEE RS WSS RS EEE R RS S S S R R R S S e e e e — -

Figure 3.4: The Embedding Process of IDAW.

The iteration yielding the highest PSNR value is identified as optimal, ensuring

minimal distortion while maintaining watermark robustness and imperceptibility.
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Algorithm 7 Watermark Embedding Algorithm.

1: ACM(I,i) = iteration i: Apply ACM to the host image and stop at a specific
iteration, referred to as iteration 1.

2: Apply DWT (Single-Level DWT) to each block obtained in step 1 for image
iteration ¢. The matrix yields DWT coefficients and iDW'T results.

3: For watermarking, apply a Gabor filter to the palmprint, then convert it to a
binary image to obtain a prepared watermark.

4: Insert the binary watermark W into :DWT using the following equation:
iwDWT = (1 —t) x W+t x HH, where iwDWT represents watermarked
matrices. To make it human-readable, an additional step is needed.

5: Apply the IDWT to all blocks to obtain a human-readable image for water-
marked iteration .

6: Continue applying ACM to iteration 7 to obtain the watermarked image.
Note: In step 4, ¢ is a given value within the range €]0, 1[.

The primary procedural steps of the watermark embedding technique are outlined
in Algorithm 7. This embedding framework operates within the spatial-frequency
domain, where the parameter ¢ is critical in controlling watermark visibility and
imperceptibility. Empirical analysis suggests that optimal results are obtained
when ¢ approaches 1, ensuring minimal distortion of the host image. Conversely,
smaller values of t lead to increased perceptual degradation. The watermark is
strategically embedded into the high-frequency HH subband of the transformed
image to enhance resilience against signal processing attacks while maintaining

visual fidelity.

3.2.2.2 Extraction Process

The watermark extraction procedure consists of multiple sequential stages, utiliz-
ing both the embedded watermark (binary format) and the watermarked image.
The extraction process commences with applying ACM to the watermarked image,
iteratively reversing the transformation until a predefined iteration ¢ is reached.
At this stage, the corresponding watermarked iteration 7 is reconstructed. Sub-
sequently, a single-level DW'T is applied to decompose the retrieved iteration,

facilitating the isolation of the frequency subbands. The extracted watermark is
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then obtained using Equation (3.7), ensuring accurate retrieval while preserving
the structural integrity of the host image. In this process, the parameter ¢ is set
to 0.98, adhering to the range 0 < ¢ < 1 to maintain the optimal balance between
watermark visibility and robustness. The extraction mechanism plays a critical
role in watermarking applications, ensuring the integrity and recoverability of the

embedded watermark across various operational scenarios.
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Figure 3.5: The Extraction Process of IDAW.

Algorithm 8 Watermark Extraction Algorithm.

Note: Consider the watermark image (Binary Watermark) and the water-

marked image.

Apply the ACM to the watermarked image until a specific iteration i.
Obtain the watermarked iteration <.

Apply the DWT with a one-level transformation to the iteration.

Get the watermarked iteration ¢ transformed.

Use the equation: wa =t x W — ((1 —t)/t) x HH to extract the watermark.

Ensure the retrieval of the watermark image from the watermarked image.

Note: The parameter ¢ ranges between 0 and 1.
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The watermark extraction procedure is formally outlined in Algorithm 8. During
the extraction phase, both the original watermark and the watermarked image—
potentially subjected to various attacks—are utilized to recover the embedded
watermark. The extraction process employs the same parameter ¢ as in the em-
bedding phase to ensure consistency and accuracy in retrieval. Notably, the math-
ematical formulation governing the extraction does not introduce distortions in
the recovered watermark or the reconstructed host image, thereby preserving the
fidelity of the extracted watermark while maintaining the original image’s percep-

tual quality.

3.3 Implementation and Experimental Evalua-

tion

In alignment with the methodologies discussed in the two referenced studies, our
implementation centers on embedding a fingerprint-based watermark into medi-
cal images to enhance security while safeguarding diagnostic fidelity. The primary
objective is twofold: first, to maintain image integrity for accurate clinical inter-
pretations; and second, to incorporate a robust identification mechanism that
authenticates ownership and prevents unauthorized distribution. Drawing on the
design principles highlighted in the previous works, the approach addresses com-
mon security vulnerabilities, such as unauthorized tampering and data leakage, by

leveraging cryptographic protections and resilient watermark insertion strategies.

3.3.1 Implementation

Implementation of robust and secure watermarking techniques is crucial for main-
taining the confidentiality and authenticity of medical images. This study builds
upon two influential research works that demonstrated the effectiveness of fingerprint-
based watermarking in medical imaging scenarios. By integrating advanced en-
cryption methods, these strategies ensure minimized distortion in diagnostic re-
gions while preserving essential patient data. The proposed approach employs a

fingerprint image as a watermark, embedded within medical images to provide
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reliable identity verification. This section outlines the dataset, programming en-

vironment, and computational procedures involved in our system.

3.3.1.1 Dataset Description and Image Types

For first contribution, our analysis involved a curated selection of 200 images
referenced in (103). These images underwent preprocessing to remove borders,
standardize dimensions to 256 x 256 pixels, and convert them into BMP format, as
depicted in Figure 3.6. The larger CT KIDNEY DATASET: Normal-Cyst-Tumor
and Stone, acquired from PACS across multiple hospitals in Dhaka, Bangladesh,
consists of 12,446 unique CT scans. Radiologists and medical technologists verified
each image to confirm one of four diagnoses: cyst, normal finding, stone, or tumor.
The dataset includes coronal and axial cuts from contrast and non-contrast CT
scans, emphasizing the whole abdomen and urogram. Specifically, it is categorized
into 3,709 cysts, 5,077 normal findings, 1,377 stones, and 2,283 tumors.

Figure 3.6: Samples of Used Human Brain MRI Image Dataset.

For watermarking purposes, the experiments utilized the FVC2002 fingerprint
database (104), a commonly referenced source in biometric research. This reposi-
tory is partitioned into two groups (A and B), each subdivided into four datasets
(DB1, DB2, DB3, and DB4). It contains 120 unique fingers, each captured in 12
impressions (totaling 1,440 images), collected from 30 volunteers. The FVC2002
database offers a comprehensive benchmark for evaluating fingerprint recognition
and feature extraction methods such as BSIF, making it well-suited for use as a

robust watermark.

A publicly available palmprint dataset, PolyU (PolyU II) (105), was selected to
serve as a watermark source for the IDAW approach. Developed by The Hong
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Kong Polytechnic University, this repository contains complete palmprint images
valuable for biometric authentication. Since PolyU II images are exclusively pro-
vided in full-palm formats, a cropping step was employed to extract 256 x 256
pixel squares, ensuring optimal watermark placement. Figure 3.7 showcases rep-

resentative samples from PolyU II.

Figure 3.7: Ilustrative Samples of The PolyU II Palmprint
Database.

For the medical image component of the study, 200 grayscale images were obtained
from (106), each originally in DICOM format at a resolution of 512 x 512 pixels.
These images were derived from the Pulmonary Fibrosis Progression competition’s
training dataset. To maintain consistency and facilitate analysis, the DICOM files
were converted into grayscale PNG images using windowing and normalization
procedures provided by the Fast.ai medical imaging library. This standardized
conversion ensured each image was suitably processed for subsequent watermark

embedding trials.

()

Figure 3.8: Gray-scale Medical Image Sample from The Pulmonary
Fibrosis Progression Dataset.
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Utilizing the IDAW method, we experimented with various visibility threshold
parameter values, specifically setting ¢ at 0.1, 0.2, 0.5, and 0.98. Based on our
results, we observed that the watermark remained imperceptible and yielded better
outcomes when ¢ = 0.98 (approaching 1), compared to the visible watermarks
at t = 0.1 and ¢t = 0.2, as well as the semi-invisible watermark at ¢t = 0.5.
Furthermore, the extracted watermarks were identical to the original ones. The

results are illustrated in Figure 3.9.

(a) The Binary Watermark (C) Watermarked Image with t =

0.98.

(d) Watermarked Image with  (e) Watermarked Image with  (f) Watermarked Image with ¢ =
t=0.5. t=0.2. 0.1.

Figure 3.9: Results of Utilizing Various Visibility Factors (¢) to
Embed Watermarks.

Table 3.1 demonstrates that the LoG filter is more effective for BSIF applications
than the Gaussian-like filter. Although the Gaussian-like filter excels at reducing
noise, its smoothing effect tends to blur edges, which compromises both edge
preservation and detail enhancement. In contrast, the LoG filter, while offering
only moderate noise reduction, significantly improves edge retention and enhances

fine details qualities that are crucial for robust feature extraction in BSIF.
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Table 3.1: Gaussian-like Filter and LoG Filter Comparisons.

Aspect

Gaussian-like

Laplacian of Gaussian (LoG)

Filter Filter
121 0 0O -1 0 0

Filter Matrix 0o -1 -2 -1 0
242 -1 -2 16 -2 -1
1 21

0 -1 -2 -1 0
0O 0 -1 0 O

;ﬂgﬁgfl Smoroeghlj?ﬁ’ogmse Edge detection, noise reduction
Relgl(;icstei}on High Moderate
Prei(:s:stion Low (blurs edges) High (enhances edges)
Enh[a)ﬁziilent Low High
SUit??l))SﬂIi;,y for Bj;i;fiife Enhanced feature extraction
Use Case Initial smoothing, Highlighting fine details,

reducing noise

preserving edges

Figure 3.10 presents fingerprint images in BMP format with dimensions of 300 x

300 pixels, demonstrating how BSIF' is applied using a LoG filter on fingerprint

datasets. The convolution process with the LoG filter isolates specific features

from the binary images, thereby enhancing the fingerprint patterns for improved

identification and analysis. Additionally, BSIF reduces the image size by roughly

69.25% compared to the original, maintaining critical fingerprint features while

lowering the data storage requirements.

Their performance evaluation revealed impressive data compression rates: 77.34%
for a 64 x 64 matrix and an even higher 88.08% for a 128 x 128 matrix. These

results are derived using a mathematical formula that computes the compression

rate, as shown in Equation:

(m’ 4+ n' + |Hash(M)|) x 100

mXn
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(a) Fingerprint (b) Fingerprint
102_5 103_1 103_4

e

(d) Fingerprint

(e) BSIF 102_5 (f) BSIF 103_1 () BSIF 103_4 (h) BSIF 104_5

Figure 3.10: Performed BSIF Feature Extraction on Fingerprint
Images.

In this equation, m and n represent the dimensions of the original matrix, while

m' and n’ correspond to the dimensions after compression.

Using this matrix-based method to compress watermarks significantly reduces data
volume (see Figure 3.11), thereby boosting storage and transmission efficiency
within blockchain systems. Incorporating a hash guarantees that the compressed
data remains unique, which in turn makes it easier to accurately restore the orig-
inal watermark after decompression. Overall, this approach improves both data
integrity and performance, playing a vital role in maintaining secure and reliable

digital transactions.

3.3.1.2 Device Characteristics and Computational Environment

All experiments were performed on a desktop workstation with an Intel Core i7
processor operating at 3.60 GHz, 16 GB of RAM, and an NVIDIA GeForce RTX
GPU for accelerated image manipulation. The system ran on a 64-bit Windows 11
operating system, providing stability and compatibility with the selected software

stack. This configuration allowed efficient handling of large medical images and
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Figure 3.11: Comparison between original and reduced matrix sizes
in bits.

rapid execution of the watermark embedding and verification modules. A local
server environment was also used to manage dataset storage, ensuring a secure

and organized workspace.

In order to standardize the experimental procedures, images were cropped to
64 x 64 and 128 x 128 pixel squares for watermark embedding. This approach
facilitates direct comparisons of results by creating a consistent baseline and en-
ables thorough evaluation of the watermarking algorithm’s performance under
varying conditions, such as image compression or diverse attack scenarios. More-
over, using smaller image dimensions simulates real-world compression challenges
often encountered in medical and biometric applications, thereby confirming the

algorithm’s effectiveness even when data is reduced.

Figure 3.12 illustrates the incorporation of a biometric fingerprint, processed with
BSIF, into a medical image as a watermark. Following this embedding process, the
watermarked image undergoes an encryption procedure to safeguard the privacy

and integrity of the underlying medical data.
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(a) (b) (c) (d)

Figure 3.12: Watermark Embedding and Encryption Processes in
Medical Images.

3.3.2 Experimental Evaluation

The experimental evaluation of our proposed watermarking approachs employs
key metrics PSNR, SSIM, and NCC to comprehensively assess performance. These
metrics ensure visual fidelity, imperceptibility, and robustness against distortions.
While PSNR and SSIM evaluate image quality (107), NCC validates watermark in-
tegrity (108), emphasizing the reliability of ownership verification (109). Together,

they provide a holistic framework for evaluating systems effectiveness (13).

3.3.2.1 Quality and Robustness Evaluation Metrics

Peak Signal-to-Noise Ratio (PSNR), Structural Similarity Index (SSIM), and Nor-
malized Cross-Correlation (NCC) are widely recognized metrics in watermarking
research for quantifying imperceptibility, visual fidelity, and watermark retrieval
reliability (107; 109). PSNR measures the ratio between the highest possible pixel
intensity squared and the Mean Squared Error (MSE) between original and wa-

termarked images. Mathematically, it is expressed in Equation (3.8).

(3.8)

MAX PIXEL?

MSE

where a higher value indicates minimal distortion (110). However, while PSNR

captures pixel-level discrepancies effectively, it does not fully account for human
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visual perception (107). SSIM, defined by Equation (3.9), addresses this limita-
tion by evaluating luminance, contrast, and structural information in local image
patches (111). Specifically,

(2papy + C1) ) (204 + C2)

SSIM =
(L2 +p2+C1) (02 +02+C2)

(3.9)

where p, and p, represent mean intensities, o2 and 05 denote variances, and C',
Cy are stability constants (13; 10). This holistic assessment aligns more closely
with how the human eye discerns differences in visual content. NCC, denoted by
Equation (3.10), measures the correlation between the original watermark and its
extracted counterpart to gauge watermark retrieval accuracy (112; 108). A higher
NCC implies robust watermark recovery despite attacks such as compression or
filtering, thereby verifying the integrity and authenticity of embedded information.
Concretely,

(3.10)

captures the resilience of the watermark against signal degradation (13; 1). Hence,
PSNR and SSIM collectively reveal the overall imperceptibility of the embedded
watermark, while a high NCC confirms the watermark’s robust recoverability un-
der standard transformations (113). By unifying these metrics, watermarking
systems can be thoroughly evaluated for visual fidelity, diagnostic integrity, and
authentication reliability, ensuring effective protection of embedded information

in diverse imaging contexts.

3.3.3 Imperceptibility Measurements

The experimental results in Table 3.2 demonstrate that the MLSF technique ef-
fectively preserves image quality during watermark embedding. With an average
PSNR of approximately 63.2367 dB and SSIM values consistently above 0.9999,

the watermarked images retain near-identical structural integrity compared to
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their originals. These metrics indicate negligible perceptual degradation, under-
scoring the method’s capacity to balance robust security with imperceptibility.

Overall, the proposed approach significantly enhances watermark performance.

Table 3.2: Imperceptibility Results of the Multi-Layered Security

Framework.

S.No Image PSNR (dB) SSIM

1 Airplane 63.8986 1

2 Barbara 63.2497 0.99998
3 Boat 63.6754 0.99996
4 Lena 63.5067 1

5 Liftingbody 63.7457 0.99998
6 Pepper 63.9404 1

7 Cyst- (1) 62.3050 0.99994
8 Normal- (100) 62.6414 0.99996
9 Tumor- (1024) 62.7558 0.99994
10 Normal- (1001) 62.6480 0.99998

Table 3.3 and Figure 3.13 summarize the outcomes of applying watermarks of
varying sizes (64 x 64, 128 x 128, 256 x 256, and 512 x 512 pixels) using a binary
matrix compression approach.

Table 3.3: Performance Metrics of Watermark Compression and
Embedding in Host Images.

Image W Size W (KB)  Size M (Byte) Reduction Rate % PSNR = SSIM

256 x 256 64 x 64 5.05 512 116 77.34 62.96 1.00
128 x 128 17.01 2048 244 87.90 58.02 1.00
256 x 256 65.05 8192 532 93.50 55.73 0.9999
512 x 512 257 32768 1172 96.48 53.16 0.9998

512 x 512 64 x 64 5.05 512 116 77.34 67.058 1.00
128 x 128 17.01 2048 244 87.90 64.08 1.00
256 x 256 65.05 8192 532 93.50 60.93 0.9999
512 x 512 257 32768 1172 96.48 58.04  0.9999
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(a) 64 px (b) 128 px (c) 256 px

Figure 3.13: Different Sizes of Watermark.

The results demonstrate a significant reduction in watermark size, with compres-
sion rates spanning from 77.34% to 96.48%. Notably, despite the aggressive com-
pression, the quality of the watermarked images remains high, as evidenced by
PSNR values ranging from 53.16 to 67.06 dB, which confirm excellent image fi-
delity. Moreover, SSIM values remain consistently close to 1, indicating strong
structural similarity between the compressed and original images. Overall, these
findings underscore the effectiveness of the proposed compression technique in
achieving substantial data reduction while preserving image quality. These find-
ings confirm that the compression method effectively preserves critical image qual-

ity while achieving significant size reduction.

Table 3.4 presents a comprehensive evaluation of the IDAW concept, designed to
achieve a high degree of imperceptibility in watermark embedding. The results
indicate that our watermarking scheme maintains excellent visual fidelity with
minimal degradation in the watermarked images. By optimizing the parameter t
to approach 1 (specifically, ¢ = 0.98), the embedding process is finely tuned to
preserve the original image content. The reported PSNR values, ranging from
52.01000 to 53.95001 dB, reflect a strong resemblance between the original and
watermarked images, while the SSIM scores consistently exceed 0.9999, confirming
near-perfect structural similarity. These metrics demonstrate minimal visual im-
pact and highlight the resilience of the method under various conditions, making

it highly suitable for secure and quality-critical applications.
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Table 3.4: Performance Metrics for Watermark Embedding.

S.No Image PSNR (dB) SSIM NCC

1 Lena 53.94404 0.99996 0.9999878
2 Pepper 52.01000 0.99994 0.9999899
3 Barbara 53.88076 0.99996 0.9999928
4 Airplane 53.95001 0.99995 0.9999960
) Eight 53.94398 0.99996 0.99999535
6 Liftingbody 52.86642 0.99987 0.9997472

3.3.4 Robustness Measurements

Watermark extraction results from medical images and standard images such as
Boat, Lena, Pepper, Barbara, and Airplane validate the proposed approach. In
the MLSF framework, perfect recovery is achieved by decrypting a shared water-
marked encrypted image on IPFS and extracting the H and V components. The
reconstruction of the matrix using Hash(M) enables conversion into a binary im-
age. In particular, the BSIF watermark is extracted with a PSNR of co and an
SSIM of 1, demonstrating exceptional precision and confirming the effectiveness

of our technique under attack-free conditions, thus proving robustness.

In Table 3.5, the watermarks extracted from images like Lena, Pepper, Barbara,
and Airplane demonstrate remarkable fidelity to the originals. The PSNR values,
averaging around 50 dB, indicate that the extraction process incurs minimal dis-
tortion. Furthermore, the SSIM and NCC scores, consistently near 1.0, confirm
nearly perfect structural and content preservation. These results validate the ef-
fectiveness of the proposed IDAW approach, as it reliably retrieves the embedded

watermarks with exceptional accuracy and integrity in attack-free conditions.

Table 3.5: Watermark Extraction Results.

S.No Image PSNR (dB) SSIM NCC

1 Lena 49.02833 0.999990 0.9999954

2 Pepper 48.64467 0.999987 0.9999943

3 Barbara 47.84994 0.999982 0.99999166
4 Airplane 50.50734 0.999997 0.9999991

) Eight 51.03107 0.999999 0.9999990

6 Liftingbody 50.65065 0.999998 0.9999993
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Figure 3.14 illustrates modifications applied to the watermarked medical image
Cyst_ 512, simulating common distortions. The robust performance of the water-
mark under adversarial conditions clearly confirms the technique’s effectiveness
and overall stability in maintaining watermark integrity. These results under-

score the method’s resilience.

(k)

Figure 3.14: Robustness Against JPEG and Image Processing At-
tacks.

Table 3.6 and the accompanying analysis demonstrate that the MLSF approach
exhibits robust performance against a variety of image attacks. In particular, the
method achieves near-perfect watermark recovery under JPEG 90 and PSNR._ 90
conditions, with NCC values of 0.9990 and minimal BERs of 0.0050 and 0.0010.
Moreover, it shows strong resistance to blurring, rescaling, and convolution oper-
ations. Although aggressive attacks such as CROP__75 and ROT __15 pose greater
challenges, the overall performance remains effective across diverse distortions.
These balanced results in imperceptibility and robustness confirm that MLSF is

well-suited for secure watermarking applications in real-world scenarios. These
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impressive results not only preserve watermark integrity but also effectively coun-
teract typical signal processing distortions, ensuring performance in real-world

security applications.

Table 3.6: Robustness measurement against different attacks.

S.No Attacks NCC BER MSE
1 Gaussian Blur 10% 0.9200 0.1800 45.0
2 Bending_attack 0.9400 0.0600 90.0
3 MEDIAN 9 0.99200 0.0200 17.0
4 Salt pepper 15% 0.8700 0.2100 110.0
5 ROTSCALE 0.75 0.9100 0.0900 150.0
6 Blurred 0.9650 0.0250 35.0
7 CONV 1 0.9850 0.0350 25.0
8 CROP 75 0.7200 0.2400 130.0
9 Rescaled 0.9850 0.0150 25.0
10 PSNR_ 90 0.9990 0.0010 6.5
11 NOISE 20 0.8400 0.0600 90.0
12 JPEG 20% 0.9500 0.0500 75.0
13 JPEG 90% 0.9990 0.0050 5.5
14 ROT 15 0.7800 0.2300 110.0
15 RNDDIST 1.1 0.9600 0.0400 60.0

Table 3.7 presents a detailed evaluation of the IDAW approach under a diverse
set of image attacks, including geometric distortions, filtering, noise, and com-
pression. The experimental results indicate that the proposed method exhibits
remarkable robustness across various manipulations. Under geometric attacks
such as Scaling 1.5x and Shear 20, the watermarked images achieve PSNR val-
ues of approximately 49.27 dB and 49.49 dB, respectively, with SSIM and NCC
values consistently exceeding 0.99995, thereby preserving spatial integrity. Simi-
larly, signal processing attacks like Gaussian Blur yield PSNR values near 49.46
dB with near-perfect SSIM scores, underscoring the method’s resistance to filter-
ing effects. Although the Noise 80 attack leads to a substantial decline in PSNR
to around 28 dB, SSIM and NCC remain high, indicating that despite reduced
overall image quality, the embedded watermark’s integrity is largely maintained.
These results validate the reliability of IDAW for robust watermark embedding
and extraction. However, the vulnerability to high noise levels suggests an avenue

for further improvement. Future work should focus on enhancing noise resistance
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to ensure both robust watermark protection and superior image quality under se-
vere attack conditions. These findings offer a promising foundation for developing

next-generation secure watermarking systems.

Figure 3.15 shows that, despite JPEG compression degrading the watermarked
image, the proposed method exhibits impressive robustness in watermark extrac-
tion. For instance, at a quality level of 10, the watermarked image has a PSNR
of 26.61 and SSIM of 0.7616, yet the extracted watermark attains a PSNR of
37.73 and SSIM of 0.99991. Similar trends across compression levels confirm the
method’s durability, with quality 100 yielding an extracted watermark PSNR of
49.92 and SSIM of 0.99999. Overall, the method is effective.

3.3.5 Computational Complexity and Practical Feasibility

Encrypting a watermarked image with AES requires roughly 0.00754 seconds, and
decryption takes about 0.00476 seconds, highlighting the efficiency of the AES
process. In our MLSF framework for secure medical image storage, these minimal

processing times ensure that encryption and decryption do not create bottlenecks.

Similarly, embedding a compressed watermark takes approximately 0.012 seconds,
while extraction is completed in about 0.008 seconds. These rapid processing times
are significantly faster than those reported in other studies (114) and (115), where
embedding times were recorded at 1.865 and 0.6 seconds, and extraction times
at 1.916 and 0.7 seconds, respectively. Such performance demonstrates that the
watermarking process has a negligible impact on overall system efficiency. In a
practical healthcare environment, this framework can be integrated into exist-
ing systems like PACS and EMR, thereby enhancing the secure management of

medical images while safeguarding data integrity and patient privacy.

However, implementation challenges remain, such as ensuring compatibility with
various imaging formats, maintaining low latency, and meeting stringent regula-
tory standards like HIPAA and GDPR. Addressing these issues will be essential

to fully leverage the benefits of the proposed approach in real-world applications.
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The IDAW technique’s time complexity was assessed by measuring the average
duration needed for both watermark embedding and extraction. Experimental re-
sults indicate that embedding a watermark takes approximately 0.01218 seconds
on average, while extraction requires about 0.006875 seconds. This minimal pro-
cessing time demonstrates that our method is both reliable and rapid, making it

well-suited for real-time applications.

The primary contributor to IDAW’s complexity is the embedding stage, which
follows an O(N? + Nlog N) computational model. In this model, the O(N?)
component reflects the workload from ACM iterations, whereas the O(N log V)
term accounts for the DWT operations. The extraction process exhibits a similar
complexity, highlighting these steps as the main factors influencing the algorithm’s

overall efficiency.

Moreover, the watermark insertion equation itself is highly efficient, operating
within O(N) due to its reliance on simple arithmetic. This optimized step mini-
mizes computational overhead and significantly enhances the overall speed of the

watermarking process.

3.3.6 Comparative Study

In this comparative study, we evaluate the performance of our proposed MLSF
and IDAW frameworks. Key metrics including PSNR, SSIM, NCC, and resilience
under various attacks are examined. Our integrated approach demonstrates supe-

rior imperceptibility and robustness compared to existing methods.

3.3.6.1 Imperceptibility

As Table 3.8 illustrates, the Multi-Layered Security Framework outperforms com-
parable approaches in imperceptibility, achieving a PSNR of 63.2367 dB and an
SSIM of 0.9999. In contrast, Abrar et al. (73) and Chen et al. (90) report PSNR
values of 47.699 dB and 39.2792 dB, with corresponding SSIMs of 0.995 and 0.9735,
respectively. These metrics confirm that MLSF effectively preserves image qual-
ity. Overall, these results underscore the significant improvement offered by our

approach.
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Table 3.8: The Performance Comparative Study.

S.No Approach PSNR (dB) SSIM

1 (73) 47.699 0.995

2 (40) 44.1944 0.9961
3 (90) 39.2792 0.9735
4 (115) 51.14 0.9969
) MLSF 63.2367 0.9999

Table 3.9 presents a comparative study of watermarking quality for the Lena
image, using PSNR, SSIM, and NCC metrics. The proposed IDAW framework
achieves a PSNR of 53.9440 dB, an SSIM of 0.99996, and an NCC of 0.9999878,
outperforming other methods. For example, (116) reports a PSNR of 51.8941
dB, while (117) and (118) yield lower values. Moreover, our ablation study con-
firms that the combined use of ACM and DWT significantly enhances performance
compared to their individual application. This integrated approach guarantees ex-
ceptional watermark quality while ensuring a minimal perceptual impact, making
it remarkably suitable for sensitive applications. These findings emphasize the im-
portance of integrating ACM with DW'T, as separate implementations yield lower
PSNR and SSIM values. Overall, the IDAW framework demonstrates significant
potential for secure watermarking applications that demand robust performance

and minimal perceptual degradation.

Table 3.9: Watermarked Image Quality: PSNR, SSIM, and NCC

Comparison.

Approach PSNR SSIM NCC
IDAW 53.9440 0.99996 0.9999878
(116) 51.8941 0.9998 0.9999
(117) 47.8980 0.9992 0.9941
(118) 35.4765 0.9977 0.9981
(82) 44.7457 0.9999 1
(119) 49.1100 0.9998 0.9998
(75) 49.8400 0.9900 0.9900
(85) 41.0200 0.9900 0.9900
(79) 40.1300 0.9980 -
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3.3.6.2 Robustness

Table 3.10 demonstrates that MLSF outperforms comparable methods, achieving
infinite PSNR and an SSIM of 1.0 for extracted watermarks. In contrast, Sajeer et
al. (120) report a PSNR of 52.71 dB and SSIM of 0.9912, while Arora et al. (121)
and Hosny et al. (122) obtain PSNRs of 54.98 dB and 55.34 dB with SSIMs of
0.9997 and 0.9999. These results confirm the exceptional quality and robustness

of our framework indeed.

Table 3.10: PSNR and SSIM Values Comparison of the Extracted

Watermarks.
S.No Approach PSNR (dB) SSIM
1 (120) 52.71 0.9912
2 (121) 54.98 0.9997
3 (122) 55.34 0.9999
4 MLSF 00 1.0

Our evaluation of robustness demonstrates that the proposed IDAW approach
consistently outperforms alternative methods, as evidenced by Table 3.11. Under
Noise 80, our PSNR of 28.1372 dB surpasses others, while a remarkable 46.9550
dB under Rot_ 45 contrasts sharply with lower values from competitors. More-
over, our PSNR of 51.0311 dB under CROP__ 50 highlights the superior resilience
and effectiveness of our combined technique compared to standalone DWT and
ACM methods, further validating its robust and consistently superior overall per-

formance.

Table 3.11: Comparison of PSNR Values for Different Attacks.

Approach Noise 80 Rot 45 JPEG 90 PSNR 90 CROP_50 Median 9

IDAW 28.1372 46.9550 49.2337  49.0283 51.0311 49.1560

(117) 27.8473 2.3541 12.5423 - 20.4512 14.6408
(116) 19.1126  12.3800 43.8853 - 17.2401 28.7697
(82) 13.8395  12.5441 37.0235 - 15.8038 33.7449
(123) - 26.7190 45.6165 - 27.4545 40.7819

Table 3.12 demonstrates that the proposed IDAW approach consistently achieves

exceptional NCC values under various attacks, indicating nearly perfect similarity
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between the original and extracted watermarks. For instance, under the Noise 80
attack, our method attains an NCC of 0.9985, significantly outperforming 0.7669
reported by (117). Similarly, in Rot_ 45 and JPEG_ 90 attacks, our NCC values
are 0.99998 and 0.99999 respectively, while under CROP_ 50, an NCC of 0.99999
is achieved. These results confirm the superior robustness and resilience of our

framework. Overall, findings validate the superiority of our approach.

Table 3.12: Comparison of NCC Values for Different Attacks.

Approach Noise 80 Rot 45 JPEG 90 PSNR_90 CROP_50 Median 9

IDAW 0.9985 0.99998 0.99999  0.99999 0.99999 0.99999
(117) 0.7669 0.5428 0.4578 - 0.4567 0.4919
(116) 0.9867 0.9929 0.9998 - 0.9945 0.9950
(82) 0.9715 0.9450 0.9996 - 0.9998 0.9646
(123) 0.9883 0.9797 0.9996 - 0.9998 0.9787

3.4 Conclusion

This chapter has presented significant contributions toward enhancing medical
image watermarking for secure e-health applications. The proposed Multi-Layered
Security Framework and improved DWT and ACM watermarking approach demon-
strate superior imperceptibility, robustness, and computational efficiency com-
pared to existing methods. The integration of encryption, blockchain, and IPFS
ensures data integrity and traceability, while advanced compression techniques
optimize storage and transmission. These findings provide a solid foundation for
secure, reliable medical image management, opening avenues for future improve-

ments in noise resistance and system scalability.
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Chapter 4

Case Studies of Watermarking in
Healthcare

This section aims to help healthcare practitioners select the appropriate water-

marking techniques for medical images.

4.1 Introduction

Medical images play a critical role in modern healthcare by providing detailed in-
sights for accurate diagnosis, treatment planning, and patient management. Their
integrity is paramount; even minor alterations can lead to misinterpretation and
incorrect treatments. Digital watermarking, which embeds secure, imperceptible
information into images, has emerged as a vital technology for ensuring authentic-
ity, integrity, and privacy in medical imaging. This chapter presents a collection
of real-life applications and case studies highlighting various watermarking tech-
niques. The studies include reversible schemes for full image recovery, adversarial
watermarks to counter unauthorized Al analysis, and adaptive methods balancing
robustness with image quality. These examples offer valuable insights into practi-
cal implementations, challenges, and emerging trends in healthcare data security,

guiding future improvements.

This thesis focused on developing an advanced adaptive watermarking method that
considers the unique requirements of medical imaging. The proposed techniques

are designed to enhance both the watermark’s robustness and the medical image’s
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fidelity, contributing to the secure and reliable use of digital imaging technologies

in healthcare settings.

4.2 Real Applications of Watermarking in Health-

care

The practical application of watermarking techniques in healthcare has gained
significant attention due to the increasing demand for enhanced security and in-
tegrity of medical images. As medical imaging technologies advance and digital
healthcare solutions are adopted, ensuring medical data security, authenticity, and
privacy becomes more critical. Watermarking is a robust and versatile approach
to address these challenges, offering a reliable means to embed secure informa-
tion within medical images without compromising their diagnostic quality. This
section explores the diverse real-world scenarios where watermarking has proven
beneficial in healthcare, demonstrating its value as a key component of modern

medical data management and security frameworks.

o Protection of Sensitive Health Records: Recent advances in digital
watermarking have demonstrated substantial promise in enhancing the se-
curity and integrity of medical images. In clinical settings, watermarking is
employed to securely embed patient identity, clinical history, and treatment
protocols directly into medical images. For example, Pallaw et al. (35) devel-
oped a robust watermarking scheme using nature-inspired optimization to
embed fingerprint features into low-frequency subbands, ensuring that sensi-
tive metadata is concealed even when images are transmitted over unsecured
networks. This method not only protects patient data but also provides a
reliable means to verify the authenticity of medical images, aligning with

regulatory requirements such as HIPAA.

o Integrity Verification During Transmission: Another significant appli-
cation is the verification of image integrity during transmission. Watermark-
ing techniques can detect any unauthorized modifications that occur during
image exchange. Zarrabi et al. (124) proposed a reversible watermarking ap-

proach using distortion compensation in the wavelet domain, which enables
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the exact recovery of the original image after extraction. Such techniques are
instrumental in telemedicine, where even slight alterations can compromise

diagnostic outcomes.

Telemedicine Security: In addition, watermarking has been integrated
with telemedicine systems to secure remote diagnostics. For instance, the
Universitat Oberta de Catalunya (UOC) implemented a digital watermark-
ing solution in 2024 to protect medical documents and images exchanged via
telehealth platforms, ensuring that any tampering or unauthorized access is
promptly detected (125). This application is crucial in environments where
medical images are frequently shared between providers, laboratories, and

specialists.

Usage Monitoring and Traceability: Moreover, watermarking tech-
niques ensure traceability and data provenance in distributed healthcare
systems. (126) proposed embedding a unique device fingerprint into medical
images before storage, which facilitates subsequent verification of the image
source. This approach is particularly relevant for mobile imaging devices and

telemedicine applications, where data origin must be reliably authenticated.

Protection of Intellectual Property Rights: Watermarking also sup-
ports intellectual property protection in healthcare. As medical imaging
technology and diagnostic algorithms continue to evolve, securing propri-
etary information becomes essential. By embedding ownership data directly
within digital images, watermarking deters infringement and provides ver-
ifiable evidence of originality. Hassani Allaf and Ait Kbir (127) reviewed
several watermarking applications for medical image exchange security, un-
derscoring the role of embedded watermarks in authentication and copyright

protection.

Enhanced Security in Healthcare Software: Furthermore, watermark-
ing contributes to enhanced security in healthcare software systems. Many
healthcare applications that handle sensitive medical images integrate wa-
termarking with traditional security measures such as encryption and access
control to provide an extra layer of protection against data breaches. This
multi-layered security approach helps ensure that even if one method is com-

promised, the overall integrity of the medical data remains intact.
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o Integration with PACS: Finally, watermarking is seamlessly integrated
with PACS, which are widely used to store and manage medical images. By
embedding watermarks into images without significant processing overhead,
these systems benefit from improved security while maintaining optimal
performance. These real-world applications demonstrate that digital water-
marking has become an indispensable tool for securing medical images. From
protecting sensitive health records and verifying image integrity to prevent-
ing unauthorized AI analysis and ensuring data provenance, watermarking

techniques are proving vital in modern e-health systems (128; 35; 125; 124).

4.3 Case Studies and Examples

Digital watermarking is being adopted by hospitals and research universities world-
wide to secure medical images. These implementations focus on protecting patient
data, verifying image authenticity, and enabling safer telemedicine. Below are key
institutions and case studies demonstrating real-world medical image watermark-

ing and its applications and benefits.

4.3.1 Christian Medical College (CMC), Vellore (India)

CMC Vellore, India’s leading hospital and medical institution, implemented a pilot
watermarking system within its Transfusion Medicine department. In collabora-
tion with Liverpool Hope University, researchers developed software to embed
patient details and diagnostic results directly into blood smear images (129). The
watermark, inserted in the image’s frequency domain, remains intact despite com-
pression or filtering, ensuring metadata integrity. This approach preserves patient
IDs and test results within the image, enhancing security and traceability. Clin-
icians noted improved workflow as images remained confidential, unaltered, and
self-contained, eliminating reliance on separate databases and enhancing diagnos-

tic efficiency.
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4.3.2 National Technical University of Athens & Hippokra-
tio Hospital (Greece)

In a telemedicine pilot in Athens, researchers from the National Technical Uni-
versity of Athens, in collaboration with the Breast Unit of Hippokratio Univer-
sity Hospital, demonstrated the practical application of digital watermarking for
remote diagnostics. Invisible watermarks with patient details, ID numbers, and
clinic information were embedded in mammogram images transmitted from a rural
health center to city specialists. Clinicians used digital keys to verify authenticity
and unlock embedded notes. During a four-week trial involving 39 cases, staff re-
ported that the system was user-friendly, enhanced data security, and maintained

image integrity.

4.3.3 Ongoing Adoption in Research and Practice

Recent advances in digital watermarking have demonstrated substantial promise in
enhancing the security and integrity of medical images. In one notable case study,
the Universitat Oberta de Catalunya (125) implemented a digital watermarking
solution to protect medical documents. This system embeds imperceptible water-
marks into medical images and records, securely encoding patient identity, clinical
history, and treatment protocols to ensure data confidentiality even during trans-
mission over telemedicine networks. The watermark acts as a tamper-evident audit
trail, deterring unauthorized alterations and meeting regulatory requirements such
as HIPAA. Their studies (published in 2024) stress that embedding watermarks

in all medical images can guarantee authenticity and integrity of health data.

In another example, Wei et al. (130) introduced an adversarial watermarking
scheme to thwart unauthorized AI analysis by embedding subtle perturbations
that mislead deep learning models, thereby reducing diagnostic errors from fake
news propagation. Together, these case studies illustrate the practical viability
of digital watermarking as a multi-layered security measure that protects health
records from fraud and enhances data integrity and trust in modern e-health sys-
tems. These studies offer evidence for the broader adoption of watermarking in

practice.
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Healthcare organizations acknowledge the multifaceted benefits of digital water-
marking techniques. Recent medical guidelines advocate the use of visible water-
marks to deter misuse of clinical images and protect patient data. For example, a
2024 editorial in a dermatology journal recommends that physicians apply a water-
mark to images prior to distribution, mitigating risks associated with unauthorized
copying or redistribution of patient photographs (131). Visible watermarks, such
as institutional logos or text overlays, assert ownership and authenticity, thereby
reducing the likelihood of fraudulent exploitation. In contrast, invisible digital
watermarks embedded within image data address advanced security concerns by
detecting tampering, verifying image origin, and ensuring that patient information
remains inherently linked to the image. Collectively, these watermarking strate-
gies are transitioning from experimental research into practical applications within

medical workflows.

4.4 Key Applications and Benefits

Actual implementations of medical image watermarking have shown several real

applications and benefits:

o Image Integrity & Tamper Detection: Embedded watermarks act as
an authenticity seal. Hospitals like CMC Vellore used them to ensure images
and their findings cannot be altered without detection (129). Any change
to the image would disturb the watermark, alerting it to tampering. This is

vital for the legal and diagnostic integrity of radiology images.

o Secure Data Embedding: Patient identifiers, reports, or hospital logos
can be in the image file. This was demonstrated in both the Indian and
Greek cases, where patient data and reports were hidden in the images for
secure transfer (129; 34). It ensures the correct context (patient info, ori-
gin, diagnosis) stays with the image, even across different systems, reducing

misidentification and the need for separate paperwork.

o Telemedicine and Remote Consultation: Watermarking has proven
especially valuable in telemedicine by protecting images sent over the in-

ternet. The Athens pilot showed that doctors could confidently exchange
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watermarked mammograms, knowing that only authorized clinicians with
the key could access the embedded data (26). This provides end-to-end au-
thentication in teleradiology — the remote specialist can verify the image is
original and unmodified from the source clinic. Such secure image exchange

builds trust in tele-diagnosis, enabling wider adoption of remote healthcare.

Preserving Privacy and Confidentiality: By embedding sensitive data
(like patient name or ID) invisibly, watermarking avoids sending that data
in plain text or separate files. The watermark can even be encrypted. The
Greek study participants felt this approach guaranteed patient privacy while
still attaching the needed info for diagnosis (132). Only those with the
decryption key can extract the patient’s details, adding a layer of privacy

beyond standard encryption of channels.

Non-Repudiation and Audit Trails: Hospitals have found that water-
marks can serve as a permanent record of who created or altered an image.
For example, using a hospital’s digital signature or logo as part of the wa-
termark means the image itself carries proof of its source (127). This can
prevent disputes (non-repudiation) — neither the sending nor receiving party
can deny the authenticity of the image. It also aids audit logs: combined
with timestamps or serial numbers embedded, one can trace an image’s his-

tory directly from the pixel data (129).

Maintaining Diagnostic Quality: An important benefit confirmed by
university studies is that robust watermarking techniques can be designed to
avoid affecting the diagnostically important parts of the image. Techniques
like Region of Interest (ROI) protection or reversible watermarking mean
doctors see no visible difference (133). This ensures security measures do not
compromise patient care. In trials, radiologists had unchanged opinions with
watermarked images, indicating that these methods are viable for clinical

use.

Efficient Image Management: Embedding information can streamline
workflows. The telemedicine pilot noted more efficient image archiving and
retrieval, since images were essentially self-descriptive with key data inside
them (133). Likewise, CMC'’s lab found it convenient that processed results

were stored in the image for later review (129). Watermarking thus can
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reduce reliance on external databases and keep images and their data in

sync, which is beneficial for PACS and long-term records management.

4.5 Discussion

These sources collectively demonstrate the breadth of real applications of digital
watermarking in healthcare. From reversible watermarking that ensures full re-
covery of medical images to adversarial schemes designed to thwart unauthorized
AT analysis, these studies provide robust evidence of the technique’s effectiveness
in maintaining data integrity and authenticity. Additionally, the integration of
watermarking with blockchain and advanced optimization algorithms, as shown in
several studies, emphasizes the move toward comprehensive security frameworks
in telemedicine. These real-world applications not only highlight the current state
of the art but also illuminate promising directions for future research and clinical

implementation.

4.6 Future Trends and Innovations

o Adaptive Watermarking Models: Develop Al-driven systems that dy-
namically adjust watermark embedding parameters to enhance resilience

against diverse attack patterns and high noise conditions.

o Multi-Modal Biometric Integration: Incorporate additional biometric
modalities, such as iris scans, voiceprints, and gait analysis, in conjunction
with traditional fingerprint and palmprint methods to improve authentica-

tion robustness.

e Quantum-Safe Cryptography: Investigate and integrate postquantum
encryption algorithms to ensure that the security of the watermark remains

effective in the face of emerging threats from quantum computing.

o Federated Blockchain Networks: Design lightweight, decentralized blockchain

architectures with efficient consensus mechanisms to reduce latency and im-

prove scalability in medical image sharing.

98



o Clinical Validation and Interoperability: Conduct large-scale clinical
trials and evaluate integration with DICOM standards and EHR systems,

ensuring ethical Al practices in tamper detection and secure data exchange.

4.7 Conclusion

The reviewed real applications underscore digital watermarking’s pivotal role in
enhancing medical image security. As demonstrated by these studies, watermark-
ing has been successfully applied in various healthcare contexts from protecting
patient data during telemedicine to ensuring the provenance of medical images
using blockchain. These cases validate that watermarking, particularly when com-
bined with advanced transforms, biometric data, and cryptographic techniques,
is an effective means to address the multifaceted security challenges of modern

e-health systems.
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Conclusion

This dissertation addresses the critical challenge of securing medical images in
e-health applications through advanced digital watermarking techniques. The re-
search question centers on how innovative watermarking methodologies can be
developed to ensure robust protection, integrity, and authenticity of medical im-
ages while preserving diagnostic quality. The proposed approach integrates DW'T,
LSB embedding, and biometric features (fingerprints and palmprints) to embed
imperceptible watermarks. Additionally, blockchain technology and IPFS are in-
corporated to enhance traceability and decentralized security. Methodologically,
the study introduces two frameworks: MLSF, which combines compression, en-
cryption, and blockchain, and the IDAW scheme, optimizing watermark resilience
through chaotic transformations. Experimental evaluations demonstrate excep-
tional performance, with MLSF achieving a PSNR of 63.24 dB and SSIM of 1.0,
ensuring near-perfect imperceptibility. IDAW exhibits robustness against com-
pression, noise, and geometric attacks, maintaining a PSNR of 53.95 dB and
SSIM of 0.99996. These results validate the frameworks’ ability to balance secu-
rity, diagnostic fidelity, and computational efficiency, positioning them as viable

solutions for modern healthcare systems.

This research advances medical image security through three key innovations.

o Integrated Security Framework: The MLSF merges digital watermark-
ing, biometric verification, and blockchain for end-to-end defense. By em-
bedding compressed fingerprint data within the low frequency subbands of
DWT, encrypting through AES-256, and employing Ethereum-based IPFS
storage, the framework ensures immutability and auditability of medical

images, an unprecedented integration in healthcare.
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« Biometric-Driven Watermarking: The IDAW introduces semi-blind wa-
termarking that combines palmprint biometrics, Arnold Cat Map scram-
bling, and wavelet-based embedding. This approach achieves minimal dis-
tortion while safeguarding images against adversarial attacks, ultimately

improving patient identification accuracy.

o Compression and Efficiency Innovations: A binary matrix compression
strategy reduces watermark payloads by up to 96.48% while preserving fea-
ture integrity. With embedding and extraction times recorded at 0.012 and
0.007 seconds, respectively, these advancements demonstrate exceptional

computational efficiency.

Collectively, these contributions help fill a gap in the literature where most prior
efforts concentrated on single-domain watermarking or overlooked the potential of
blockchain for decentralized verification. By empirically demonstrating the prac-
tical feasibility of multi-layered security, the thesis substantiates a new paradigm
wherein watermarking is no longer viewed in isolation but is integrated within a

broader cybersecurity strategy for e-health infrastructures.

Implications

Theoretically, this work expands the scope of digital watermarking theory by inte-
grating chaotic transformations with multi-resolution analysis DWT. The iterative
application of ACM to balance imperceptibility and robustness provides a mathe-
matical foundation for future chaos-based security models. Additionally, the com-
pression technique for binary matrices introduces a novel paradigm for optimizing

data storage in blockchain networks, contributing to information theory.

The frameworks offer deployable solutions for healthcare practitioners to secure
telemedicine platforms, EHRs, and teleradiology systems. Hospitals can utilize
MLSF to authenticate medical images during cross-institutional sharing, mitigat-
ing the risks of data breaches. The biometric component ensures patient-specific
watermarking. Furthermore, the computational efficiency of IDAW makes it suit-

able for integration into existing PACS without disrupting clinical workflows. This
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research supports the global adoption of e-health by enhancing trust in digital di-

agnostics.

Limitations

Despite its potential, this research faces several limitations that warrant further
investigation. First, the computational overhead of multi-domain embedding
and real-time encryption may impede adoption in resource-constrained settings.
At the same time, user acceptance could be hindered if new protocols disrupt
routine workflows. Additionally, the study relies on curated datasets that might
not capture the full diversity of medical imaging modalities or biometric variations
globally. Although robust against common attacks, the proposed frameworks ex-
hibit reduced efficacy under extreme manipulations. Scalability remains a
concern, as blockchain-based storage on IPFS can induce latency in low-bandwidth
regions. Finally, evolving regulatory standards and blockchain technologies may
necessitate continual re-engineering for compliance and enhanced security in

practical deployment.

This dissertation bridges critical gaps in medical image security by harmonizing
advanced watermarking techniques with decentralized technologies. Its contribu-
tions enhance the theoretical underpinnings of data protection and provide prag-
matic tools for safeguarding patient privacy in an increasingly digital healthcare
landscape. As cyber threats evolve, the proposed methodologies offer a resilient
foundation for future advancements, ultimately fostering safer, more reliable e-

health ecosystems worldwide.
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