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Abstract:

The world is witnessing an enormous boom in communication and information technology, making the Internet
an integral part of people’s lives, especially children and adolescents. From an early age, children have become
connected to the global network through smartphones, electronic games, and social media platforms. Although
the digital revolution has opened new horizons for learning, entertainment, and communication, it has also
exposed children to new forms of danger, most notably cybercrimes. In this context, there has emerged an urgent
need to develop new educational and media mechanisms that protect young people from the risks of the digital
environment. Among these is media literacy, which is now considered one of the most important global tools for

protecting children and enabling them to use media and the Internet consciously and responsibly.
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Abstract:

The world has witnessed a growing expansion of the Internet network, which has reached every corner of the
globe and become indispensable for both nations and individuals. However, this expansion has been
accompanied by an increase in its use, and although the Internet offers many benefits, it also carries numerous
drawbacks. The widespread use of the Internet worldwide has provided means for the production and
dissemination of pornographic content—images, videos, and more.

Cybersexual exploitation crimes, which largely target children, have become an undeniable reality, particularly
amid moral decline and the weakening of religious and ethical values. Unlike direct sexual crimes, online sexual
exploitation does not involve physical assault on a child’s body—such as rape or molestation for the perpetrator’s
sexual gratification—>but rather the exploitation of the child’s body for financial gain or other benefits. It can be
said that these crimes are among the most dangerous of all sexual offenses, as they often aim to turn the child into

a commodity to be bought and sold, serving as a means of enrichment.
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Abstract:
The widespread use of the Internet among children has become an undeniable reality, offering vast educational
and entertainment opportunities. However, it also exposes them to increasing risks such as immoral content,

cyberbullying, and digital exploitation. Artificial intelligence (Al) and machine learning (ML) technologies are
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among the most advanced tools capable of addressing these challenges by developing intelligent systems that
can analyze behavioral data, detect risky patterns, and automatically predict potential threats effectively.

This paper aims to present the main applications of machine learning in the field of child online protection,
focusing on algorithmic models used for harmful content detection, digital behavior classification, and image and
text analysis to prevent cyber threats.

It also discusses the technical and ethical challenges accompanying the use of these technologies and proposes a
future vision for building a comprehensive digital protection system that employs artificial intelligence to uphold
human values and ensure a safe digital environment for children.

Keywords: Machine Learning — Artificial Intelligence — Digital Protection — Children — Cybersecurity — Content

Analysis — Online Risks
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Abstract
Despite its advantages, the rapid and massive technological development of the modern era poses a significant
threat to children, who have become targeted victims due to the negative effects of using electronic programs,
applications, and social media .Today we often hear about many different types of crimes that affect this group,
such as cyber suicide, human trafficking, and terrorist crimes. Therefore, it was necessary for the legislator to keep
pace by issuing the necessary legislation to confront these dangers continuously, given their rapid development
day after day .The question at hand is: What are the legal mechanisms for combating cybercrime, and how
adequate are the human resources and institutions mobilized by the Algerian state to confront and reduce
cybercrime?
This presentation will cover the following points:
- The concept of cybercrime
- Its evolution
- Legislation regulating the fight against cybercrime

-The National Cybercrime Unit
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Abstract:

In recent years, the world has witnessed a technological development that led to the emergence of the
Internet with allits services, which contributed to the rapid spread of cybercrime, targeting all segments of society,
including children, the most vulnerable group, by affecting them negatively due to their increasing use and great
demand for the Internet, including social media, which resulted in The spread of electronic crimes that threaten
their future, which prompted the intensification of international efforts to find a solution to combat such crimes in

the light of international agreements and regional measures to protect this group.

Keywords: child, cybercrime, international agreements, sexual exploitation.
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Summary:

The child'sinvolvementin the digital environment offers many advantages; however, it also brings several negative
effects on different aspects of development—opbhysical, psychological, and moral—especially with the rapid
growth of electronic crimes that transcend geographical and political borders between countries. This situation
has made it necessary to strengthen joint efforts at both international and regional levels to establish effective

mechanisms that ensure the protection of children's rights in the digital space.

At the same time, legal frameworks have been developed to protect children who become victims of cybercrimes
through the adoption of numerous international agreements and the organization of conferences aimed at
achieving this goal.

Keywords: criminal protection. child. international conventions.
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Abstract:

The world today is witnessing an unprecedented digital revolution that has encompassed all aspects of
life, including the social and security fields. With the expansion of Internet use and social media, the
phenomenon of cybercrimes has emerged — crimes whose effects are not limited to adults but also extend to
children, who constitute the most vulnerable group in society. These crimes have come to threaten the
psychological, physical, and social security of children through harassment, sexual exploitation, electronic
blackmail, and the dissemination of immoral images and content. Faced with these risks, the Algerian legislator
has intervened by enacting legal provisions aimed at protecting children from digital violations and ensuring

their safety within cyberspace.

Keywords: Legal Security — Digitalization — Cybercrimes against Children — Legal Protection
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Abstract

The digital age has fundamentally transformed children’s lives, offering immense opportunities for learning and
socialization, while simultaneously exposing them to new and complex forms of risk and crime. From
cyberbullying and harassment to sexual exploitation and fraud, children face threats that often outpace the
containment capabilities of traditional state-led legal frameworks alone. This highlights the research problem of

this study: examining the role of civil society as a key actor and strategic partner in bridging this protection gap.

This intervention aims to analyze and evaluate the effectiveness of the role of civil society organizations (CSOs,
NGOs, independent experts, and academics) within the ecosystem of child protection from electronic crimes.
The study is based on the hypothesis that legal protection, while necessary, remains insufficient unless supported

by an integrated, community-based effort.

Employing a descriptive-analytical methodology, the study analyzes the multifaceted roles that civil society can
play, focusing on three core functions: 1) The Awareness and Prevention Role (educating children, parents, and
educators). 2) The Accompaniment and Support Role (hotlines, psychological and legal support for victims). 3)

The Advocacy and Oversight Role (monitoring harmful content, legislative advocacy.(

The study concludes that civil society is not merely an auxiliary force but a fundamental pillar in building a
“societal firewall." It emphasizes that the effectiveness of this role is contingent upon coordination with state
authorities, the support provided (financial and technical), and their capacity to innovate flexible solutions to

evolving cyber threats.

Keywords: Civil Society, Child Protection, Cybercrime, Cyberspace, Awareness, Cyberbullying, Digital

Exploitation.
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summary

Like legislators around the world, the Algerian legislator has strived to protect children from the various harms

and dangers they may face, and to this end, issued Law 15/12 concerning child protection.

However, in light of the tremendous technological advancements that humanity has witnessed, the danger has
become greater for society in general and for children in particular, as they are the most vulnerable and
susceptible group in society. This leads us to the question of the effectiveness of the legal system in protecting
children from the dangers of cybercrime. In other words, are the legal provisions enacted in 2015 to protect

children sufficient and effective in protecting them from this imminent threat of cybercrime?

Keywords: Child - Cybercrime - Criminal Protection - Procedural - Substantive.
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Abstract:

Due to the rapid technological development in the modern era, children have become increasingly
12
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exposed to various dangers, such as online sexual exploitation, which has become a major concern
for all countries around the world. This phenomenon is witnessing a significant rise and is
considered a transnational crime that is difficult to control or trace its perpetrators. Consequently,
numerous international conventions and conferences have been held to unify global efforts and urge
countries to establish legal frameworks aimed at curbing this phenomenon that targets a vulnerable
segment of society.

Among the most notable recent efforts is the United Nations Convention on Countering Cybercrime
(2024), which identifies different forms of online sexual exploitation of children under two main
categories:Grooming or enticement for the purpose of committing a sexual offense against a child,
and Crimes involving online materials that contain or depict the sexual abuse or exploitation of
children.

This research paper will elaborate on the content of this convention, particularly the aspects related
to combating these two forms of online child sexual exploitation.

Keywords: Sexual crime, exploitation, cybercrime, grooming.
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Abstract:
In recent decades, the world has witnessed tremendous developments in information and communication
technologies, accompanied by profound social and cultural transformations that have directly impacted children,
who have become among the most vulnerable groups to cyber risks. Algeria sensed the seriousness of this
phenomenon and issued Law No. 23-05 dated April 25,2023, relating to the prevention and combating of crimes
related to information and communication technologies, which included provisions aimed at strengthening the
protection of vulnerable groups, especially children.
This intervention aims to highlight the role of this law in protecting children from cybercrimes, both in terms of
prevention and prosecution and punishment. An analytical and descriptive approach was adopted, based on the
study of relevant legal texts, particularly Law 23-05 and Child Protection Law No. 15-12 of 2015. In addition to
the international texts that Algeria has ratified, such as the 1989 Convention on the Rights of the Child and its
optional protocols.
The study showed that the Algerian legislator adopted an advanced preventive approach by:
- Imposing censorship on digital content that could harm a child's physical or psychological well-being.
- Criminalizing specific acts such as online sexual exploitation, incitement to delinquency, and the dissemination

of images or videos that violate a child's innocence.
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- Strengthening digital reporting and protection mechanisms in cooperation with relevant national bodies and
internet service providers.

- The law also emphasized the role of families, schools, and public bodies in digital awareness, and the necessity
of involving the National Authority for the Protection of Personal Data in monitoring applications and websites
targeting children.

Despite the great importance of this legal framework, the intervention concluded that practical application still
faces challenges, including weak training in the field of digital evidence, lack of family awareness, and the

difficulty of controlling the cross-border cyberspace.

Keywords:: Child — Cybercrimes — Law 23-05 — Legal Protection — Information and Communication

Technologies — Prevention
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The digital environment is expanding rapidly, bringing with it new challenges related to
protecting children from online risks, especially as technology becomes increasingly integrated
into education, entertainment, and communication. Although Algerian legislation has made
gradual progress in safeguarding children, digital child protection still requires a more
comprehensive legal approach that moves beyond traditional child rights toward recognizing a
new generation of digital rights—chief among them the right to digital safety. This paper analyzes
the legal status of this right within the national legal framework and examines the extent to which
current legislation—particularly the Child Protection Act and the Law on the Prevention of Crimes
Related to Information and Communication Technologies—meets the requirements of child
protection in the digital environment. It further highlights legislative and practical gaps and
proposes legal and institutional mechanisms to enhance digital safety for children in line with

contemporary international standards.

) Alesetly Aued Il Ayl (o Jalall
3, ! Jls 3 Ayl Al —

Slisee (ulyatsy iallly @]

o o lome Al tdaladl 25,

R T RS |

s Al uud! ]l edd) iy dd) Aanls danlndl ducwsd

mokhtar.boulaares@univ-tebessa.dz: g ASTH|
el

looel! Slillazag (Sl L piazy &1 AaB 2yl 0 geBall ol Jaloes 1) Ayl s

elail) Gigilall Sl e Il Jobilg pyludll (8,01 Jomall s 3 (65132l ao,ddll Ly (1 431521
LeS o ol Ao AT i1yl A L) syt 5 9 o (lain¥ o lgadl Biluosd JLabo¥l o luseand
Lyl Wslal gass (03,01 clasll ) dgamsdl 3 dizms (oladl Ggo Jaboll Gles ju3a) T 26
Adgsadls
g AW @yl il ol Jalall Bles (el Ayl s il Ll

Abstract

17


mailto:mokhtar.boulaares@univ-tebessa.dz

2025 padgi 05 a gy

This study explores the delicate balance between the child’s digital freedom and the criminal
protection required under Algerian law amid rapid digital transformation. It examines the legal
framework governing children’s use of social media and highlights challenges related to
cybercrimes targeting minors. The paper also proposes mechanisms to strengthen child protection
while preserving their right to digital access, aiming to achieve a balance between freedom and

responsibility.

Keywords: Digital Freedom. Child Protection . Algerian Legislation. Cybercrimes.
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Alot of children in certain place in the world have facing many risks what it hind its progress and
abilities development, so it deprive them their rights, in first the network, and because the child
represents people and in front to asking for his rights with himself a lot of agreements and

covenants witch issued of international organization care his rights.

Key words:: child; protection; international law; internet; risk.
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Abstract:

The digital environment has become a vast stage for children’s daily interactions — in education,
communication, and entertainment. However, it has also turned into a new space for committing various crimes
that directly target children or indirectly affect them. These are known as digital crimes against children, and they
include online sexual exploitation, incitement, harassment, sexualextortion, the production or distribution of
exploitative materials, cyberbullying, identitytheft, and fraud that impacts children. The Algerian legislator has

recognized some of these crimes and sought to confront them by criminalizing and repressing them.

Sexual exploitation of a child’s image, as stipulated in Article 333 bis 1 added by Law No.01_14, is one of the
crimes of a sexual nature. However, it does not involve direct violation of the child’s sexualintegrity. Instead, it
aims to curbforms of indecent depiction of children and their exploitation for profit through broad casting such
content via various means of communication.

Through this research paper, wew illattempt to shed light on how the Algerian legislatorad dresses this crime by
examining:

1. The conceptual frame work of the crime of sexual exploitation of a child’s image.

2. Thelegal provisions governing the crime of sexual exploitation of a child’s image.

Keywords:: sexual exploitation, crime, cyberspace, child, protection.
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Abstract:

If the Internetis the port from which to dive within the seas of the information network, this sailing,
although it poses a danger to adults, is a suicide attempt for children, since this age group is the
most vulnerable in society, which has attracted various fields to reduce the effects of the
relationship of influence and vulnerability Between the child and the Internet, based on the
possibility of setting a boundary in the child’s mind between the lived reality and the virtual world,

and the Algerian legislator, like most legislation, worked on deciding a special criminal protection
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for him to deter anyone who tempted himself to commita crime against him or use him and exploit

his mental weakness Especially if it comes to using technology to commit this attack.

Keywords: Child Criminal Protection Information .Crime
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Abstract :

The development of the means of communication in recent times cespecially those related to the virtual world
to the Virtual world (the internet) has lead to the émergence of criminel actas aimed at. exploit mg Children
and Makung théme a place for thése actés .and one of the Most promirent crimes of sexuel exploitation in
which the Child is a subjectifs is the crime of sexael exploition of the Child simage .which dose not requiére
direct préjudice to the sexuel in violability of the Child .but rather targettes formes of photography That
violete the modesty of the child and exploit then toreap profits by Broadcasting them th rough various means
of communication «and in keeping with international charters and comparative législation the algérien legislator
has also criminalijed all froms of compromising the dignity of the Child . by en acting déterrent légal texts
Under the pénal code therefor the problemposed :what is the effectiveness of the policy a dopted by the
algérien legislator in combating the crime of sexael exploitation of the image of the Child <in our study «we
relied on the dexriptive approanch by defining the crime of sexael exploitation of the image of the child .aswell
as determining the reasons for its spread we also used the analytical method by analyzing the legal texts
regulating this crime in the algérien législation .and this and w reached the folloming results :the legislator did
not include a specific definition of this crim <but merely stipulated it by enumerationg the acts that constitute it
. the crime of sexael exploition of the Child s image is not ouly a national crime <but rather a crime of an
international character that crosses borders .with the possibility of being committed by criminal groups — the
lack of deterrent laws against the sexael exploition of children .through the lack of strict implementatio of
them . the legislator provides legal protection for child victims of sexael exploition under the criminalization
of acts of assault on their bodies.
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Summary:
Protecting children online presents a global challenge that necessitates a comprehensive approach, a unified

global response, international collaboration, and coordinated national efforts to safeguard children from various
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risks and harms. The childhood category serves as the fundamental building block for a prosperous society. Given

the increase and diversification of numerous risks in the current era, including the dangers associated with

internet usage, it is imperative for the Algerian state to extend special protection to this vulnerable group against

online risks.

Keywords: Child Protection, Algerian Legislation, the Intranet.
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Abstract:

The development of electronic communication methods, with all its positive effects as a means of entertainment
and amusement for delinquent children, also carries negative effects on them, as cybercrime has emerged as a

socio-legal phenomenon that must be addressed and confronted in all ways and menas.

Cybercrime has become something like stealing software, infecting websites with viruses, or hacking credit card
PINs as they pass through the network. Cybercriminals are computer specialists and control it better than
governments do. Another type of cybercrime is the potential for "undesirable” individuals to exploit the network,
such as terrorists, hackers, extremists, and others, which makes delinquent children vulnerable to them. Official

authorities must intervene to protect them.

This research paper addresses a very important topic by highlighting the unique characteristics of cybercrime, as

well as the safeguards established to protect offenders and those who are considered victims or at risk.

Keywords: Cybercrime, Juvenile Delinquent, Characteristics, Safeguards .
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Challenges of Global Accession’
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Abstract:

This study seeks to evaluate the practical effectiveness of the Budapest Convention on Cybercrime
(2001), which stands as the first and most comprehensive international treaty in this field, and to identify the
main challenges that impede the achievement of comprehensive global adherence. The paper adopts a
descriptive-analytical and critical approach to examine the Convention's provisions, particularly its four pillars:

substantive criminal law, procedural law, international cooperation, and human rights protection.

The study maintains that the Convention has achieved notable success in providing a unified legal basis
and facilitating rapid judicial cooperation through the 24/7 network. However, its effectiveness is limited by
geopolitical challenges that have led major powers to reject accession, sovereignty concerns among many
nations regarding data access, and the conflict with national legislation related to privacy protection. The
Convention also faces the ongoing challenge of keeping pace with the rapid technological evolution of
cybercrimes. The study concludes with a call for updating the Convention and enhancing technical support for
developing countries, while emphasizing the need to bridge the gap between the existing framework and the
United Nations' efforts to draft a new treaty, thereby ensuring a more inclusive and effective international

response to cross-border cyber threats.

*Keywords: Budapest Convention; Cybercrime; International Cooperation; Digital Sovereignty; Cybersecurity;

Criminalization.
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:Abstract

In light of the multiplicity of modern means of communication and the multiplicity of their negative
effects, the solution to protect the child is no longer a technical, ethical, or organizational solution,
but rather an undefined mix to ward off the negative effects of using this means, at the legal and
organizational levels, as it was not clear to many modern legislations to address this matter in
protecting the child. In this context, various international legal bodies sought to protect this

vulnerable group through a set of measures and agreements.
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Abstract:

Child protection is strongly linked to a decent life for the child. Protection begins with granting
him legally enshrined rights such as the right to health, education, and proper nutrition, and
protecting him from all the circumstances surrounding him, whether it comes to his physical or virtual
environment, which today is considered the world most accessible to children of all ages due to their
passion for discovery, but unfortunately it often leads to deviation, Children's access to the Internet
is no longer a form of entertainment, and the family, school, and street are no longer the only spaces
in which a child grows. The cyber world has become a new space in which he spends a large part of
his childhood. His desire to discover the virtual world is met with a world dominated by crime in its
various forms, for Examples include harassment, sexual exploitation, psychological and physical
threats, defamation, defamation, intimidation, delusions, and other forms of abuse.

Algeria has ratified several international agreements mandating the protection of children from
crimes.

Among these agreements we find Presidential Decree No. 92-104, which ratifies the Charter
with a reservation to the Convention on the Rights of the Child, adopted on November 20, 1989,
which entered into force on December 2, 1990, Algeria pledged to protect children from all forms of
sexual exploitation, especially child exploitation in the field of prostitution, and this was consolidated
through the issuance of Law No. 15-12, which includes the Child Protection Law.

Keywords: Children, the Internet, protection, cybercrime, the virtual world.
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Summary:

Contemporary societies have witnessed an unprecedented digital boom, transforming the
digital space into a parallel space to real life. This has opened up tremendous opportunities for
learning, communication, and entertainment. At the same time, however, it has also brought with it
new threats affecting vulnerable groups, most notably children. Cybercrime in its various forms has
become a double threat to children, given the ease with which it can be targeted via social media,
electronic games, and digital platforms. This calls for a thorough study of established protection
mechanisms, both legally and socially. The uniqueness of cybercrime lies in its cross-border nature,
its rapid development, and its exploitation of the immaterial nature of the digital environment,
making monitoring and mitigating it a complex task. These crimes include several types, including
electronic fraud, blackmail, computer hacking, digital identity theft, and even more serious crimes
such as the exploitation of children in digital pornography or online luring. Together, these forms
threaten children's psychological, physical, and social safety, necessitating integrated approaches to
protection. In the Algerian context, legislators have worked to include legal mechanisms to protect
children from cybercrime within several laws, such as the Penal Code, the Child Protection Law, and

laws combating cybercrime. These include provisions criminalizing the publication or promotion of
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content harmful to children and imposing penalties for their sexual exploitation via digital media or
electronic solicitation. However, the legislative aspect, despite its importance, remains insufficient

unless it is accompanied by broad social awareness and effective protection institutions.

Hence, the importance of social mechanisms in their integration with legal provisions is
highlighted. The family represents the first line of defense by monitoring children's internet use and
educating them about the risks. Schools also play a pivotal role through digital education and the
integration of curricula aimed at building a culture of information security among young people. The
media can contribute to community education and shed light on digital crimes and methods of
prevention. These three systems (family, educational, and media) form an integrated preventative
structure if properly implemented and coordinated. Reading the topic of childhood in the digital
space from a sociological and legal perspective reveals that child protection is not limited to
criminalizing harmful acts alone. Rather, it requires building sustainable societal awareness that
balances the benefits of technological transformations with ensuring children's safety. The real
challenge lies in promoting a culture of safe digital use, developing policies and laws that keep pace
with the rapid development of cybercrime, and expanding partnerships between state institutions
and civil society. Therefore, protecting children from the dangers of the digital space in Algeria
requires a comprehensive vision based on integrating legislation with social norms. This enhances
the resilience of society as a whole and ensures the emergence of a digitally conscious generation

capable of interacting with technology without falling victim to its crimes.

Keywords: childhood, digital space, cybercrime, legal protection, social protection..
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Abstract

The rapid advances in information and communication technologies have yielded many benefits but
also significant drawbacks affecting human rights, particularly those of children, who represent the
foundation of society’s future. This has prompted many states to address the growing risks posed to
children, especially cybercrimes. Algeria, among them, has introduced multiple institutional
mechanisms both administrative and judicial through its legal framework to prevent cyber threats

that may endanger children’s lives and well-being. Despite their diversity, these mechanisms remain
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of a general nature and lack specialized measures directly tailored to the consequences of modern
.technological use

Keywords: Child, Mechanisms, Institutions, Legislation, Crime, Cyberspace
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Summary in Arabic: This research paper addresses a very important and sensitive topic: the role of
family education in protecting children from cybercrime. This did not arise from a vacuum, but rather
from the changes taking place in contemporary societies, specifically the emergence of many negative

behaviors that have affected children and society as a whole. These behaviors manifested in
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cybercrimes, which have become widely used as a result of the influx, dominance, and control of
electronic communication tools in all areas. This has prompted individuals to exploit these modern
information and technological technologies in their criminal activities due to their unique
characteristics, which appear through defamation, sexual harassment, defamation, embezzlement,
etc. This is based on the premise that the family is the fundamental foundation of education that a
person receives from an early age, because proper upbringing of family members means the existence
of a healthy society. In addition, the family has the ability to eliminate violence and crimes through
the values it instills in its members. We have attempted to focus on the role of family education in
raising and nurturing children in a healthy way, in order to protect them from psychological disorders,
the consequences of which have manifested at the societal level in the form of anxiety and social
deviations. This is because the family, as a child's primary environment, is crucial in raising, shaping,
and guiding them properly, specifically in the ways these technologies are used and exploited in areas
that serve them and society. In constructing this research, we relied on the analytical approach

appropriate for such theoretical sociological studies.

Keywords: distortion; family; cybercrime; computer; society.
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Abstract

Children constitute one of the most vulnerable groups to the risks of the information space, owing to their
psychological nature and their innate curiosity and constant interaction with digital media. Although the Internet
offers significant educational, cultural, and recreational opportunities, the absence of parental guidance and
supervision may expose children to serious violations, most notably cybercrimes committed through online games
and social media platforms. In light of the growing scale of these threats, Algerian legislative efforts—most

prominently Law No. 15-12—have sought to establish a legal framework for the protection of this category.

This study aims to shed light on the effectiveness of this law in safeguarding children from the harms associated
with the use of information technologies, by analysing its provisions and identifying its strengths and shortcomings.
The study concludes that, while the law represents a positive step forward, it nonetheless requires stronger
implementation mechanisms and more effective enforcement measures that can keep pace with the rapid evolution

of cybercrime.

Keywords: Child offences — Use of information technology — Children and information technology — Child

protection
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Abstract:

In this intervention, we address a modern topic that contains a problem with continuous
development, which has contributed to its spread among members of society of different age groups
for social, economic, cultural..., under the influence of Western societies, especially the child, who
has become a passive user of modern technological means through digital spaces, and uses digital
drugs, which has a negative impact on the health and security of children, the latter who has become
avictim of drug peddlers, and opens the door to cybercriminality, which requires the intervention of
the Algerian legislature with the aim of regulating the provisions of digital drugs and ways and
preventing them within the Algerian legal system, especially Law No. 04-18 on the prevention of
narcotic drugs and psychotropic substances and the suppression of the illegal use and trafficking
thereof.

Key Words : child, digital drugs, cybercrime, victim.
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Abstract :

The intervention aims to address the risks of digital transformation on children's behavior,
particularly within educational institutions. Digital transformation has negative effects that may
hinder the child's proper upbringing.

Accordingly, educational institutions should play roles that are compatible with this technological
development, contributing to raising awareness among children about how they deal with

digitalization and its uses.
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Abstract :

The information revolution resulting from technological development has brought about a series of changes in the
fields of media and communication, particularly in the Internet, which has become a fertile ground for those
promoting corruption and pornography under the pretext of personal freedom.

This situation poses a serious threat to minors, as the ease of access to the Internet and the difficulty of monitoring
their online activity make them victims of moral corruption or of incitement to moral misconduct.

Therefore, it is necessary to examine the legal frameworks aimed at protecting this vulnerable group when using

the Internet.

Keywords: Minor, Incitement of a minor, Moral corruption, Electronic media
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Crime of electronic harassment of minors - deterrence mechanisms and their response

to the phenomenon
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Résumé :

In the light of the modern technological revolution that the world is witnessing, especially with
the wide openness on the Internet and its increasing use ,the so-called information criminality that
has moved from its traditional forms to electronic ones that are difficult to deal with. The
phenomenon of sexual harassment of minors on the Internet is one of the most heinous crimes of the
mass media and communication of all kinds because of its flagrant violation of the rights and ill-
treatment of the child. Despite the age of the crime ,the irrational use of the Internet had created a
fertile environment for the offenders to hunt down their victims from minors and exploit them in

heinous acts.

Keywords: Sexual harassment ,cybercrime ,minors ,internet legislative mechanisms.
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Abstract

This study aims to analyze the Algerian legislative framework concerning the protection of children
from the risks associated with digital media. It focuses particularly on the legal and institutional
safeguards established by the Algerian legislator to ensure child protection, given the high
susceptibility of this age group to the influence of digital media content. The significance of this
research lies in assessing the adequacy and effectiveness of these safeguards in addressing the

potential risks that may affect children in the rapidly evolving digital media environment.
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The paper highlights the dual nature of the media’s role — as both an essential means of
disseminating news, education, and culture, and a potential source of psychological, moral, and social
harm to children when unregulated. It explores how Algerian law has introduced a comprehensive
set of constitutional, legislative, and institutional measures to govern media practices and safeguard
children, whether through audiovisual, print, or online platforms.

The research adopts a descriptive and analytical methodology, examining the relevant legal
provisions and regulatory mechanisms designed to protect children from the negative impacts of
digital media, while evaluating their real-world effectiveness and alignment with international

standards on child protection in the digital age.

Keywords:Child Protection ,Digital Media ,Algerian Legislation Institutional Mechanisms ,Children's

Rights ,Digital Environment
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summary:

The rapid changes that our society is going through, whether socially, economically or
technologically, have brought about parallel developments in the field of criminal prohibition that

stalks children, especially with regard to their physical, moral and psychological integrity. Terrible and
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attention—grabbing in this area are the crimes of sexual exploitation in all its forms and

manifestations, so it was necessary to find protection for this type of exploitation

key words: sexual exploitation, internet, protection, child
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Abstract

The objective of this research is to identify the prevalence of bullying among students in

schools, the reasons for its spread, the negative effects of bullying among students, ways to address


mailto:Ali.snouci@univ-tiaret.dz

2025 padgi 05 agy "Jgallly a3l ol dig AT @il y2dl oo Jalall dgilall BLezel) g (aogll il

it, the detection of statistically significant differences, and the role of schools in addressing them.
Based on statistical data, the study explores ways to combat bullying among students in schools.

In many cases, bullies come from poor backgrounds and families living in deprived areas, or
so-called poverty belts, and suffer from economic problems, in light of a sociological situation
characterized by growing gaps and differences between social classes. Psychologically, bullies,
especially leaders, have strong personalities and antisocial psychopaths, and the danger of this type
lies in the possibility of transforming outside of school into a criminal project that threatens the
stability of society, where bullies often establish criminal gangs or join existing criminal gangs. In
addition to the above, a child may resort to violence due to his illness and behavioral disorders that
require treatment and intervention from professionals, such as child psychiatrists, psychologists, or
school counselors.

Keywords: cybercrime, legal protection, bullying, cyber violence, school-aged child.
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Abstract

Cyber harassment is a serious criminal phenomenon that has emerged as a result of modern
technological developments, targeting many segments of society, especially the vulnerable ones.
Minors have been among the victims of this crime, which they have not been spared from despite
their young age. This has prompted the Algerian legislator to criminalize the act of harassing minors
and to impose stricter penalties on the perpetrator, in accordance with the provisions of the Penal

Code.
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Résumé

Si l'Internet était le port a partir duquel plonger dans la mer réseau d'information, ce voile si elle est
un danger pour les adultes, il est un tentative de suicide pour les enfants, surtout apres laffaire «
baleine bleue » de la controverse aux niveaux national et international parmi les plus groupe d'dge le
plus vulnérable dont I'impact Ce qui peut étre comparé a I'impact de I'Internet par l'impact de Canary
avec le gaz naturel , Les différents domaines pour réduire I'impact de la relation d'influence et de
vulnérabilité entre I'enfant et Internet, basé sur la possibilité d'une rupture dans I'esprit de I'enfant
entre la réalité du vivant et le monde virtuel, , Alors que les études juridiques spéciales, notamment
les études pénales, d'autres objectifs reposent sur la prise de décision quant a I'existence de certaines
formes de comportement a I'égard des enfants, peuvent-elles étre considérées comme des délits

d'information ou non?

Et étant donné la spécificité de I'enfant en tant que lieu d'agression dans la cybercriminalité

,ou est 'information que I'enfant regoit un réle Un r6le majeur dans la perpétration, a essayé la lutte
législateur algérien contre ces crimes, en insistant sur |'article 06 de la loi 15/02 relative a la protection
de I'enfant que I'Etat doit veiller a ne pas nuire a I'information qui guident I'enfant dans divers Signifie
I'équilibre physique et intellectuel, il est intéressant de se poser la question suivante: Quelle est
I'adéquation de la protection pénale prescrite pour I'enfant victime de délits d'information dans la

législation algérienne?
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In recent years, the world has witnessed a tremendous development in the field of digital
technology with the emergence of the Internet, as the Internet has become associated with humans
in all their activities and stages of life. Children, in turn, are exposed to and interact with the Internet,
especially social networking sites, especially since they are the most targeted people, because they
are the least discriminating in what they receive from various social networking sites, which has made
them vulnerable to the positives and negatives of this type of technology. Thus, it has become a

suitable space and activity for criminal professionals on society in general and on children in
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particular. This has prompted many countries, especially the Algerian state, to ratify international
conventions that stipulate the protection of children from the dangers of technology, the Child Law,
and the Information and Communication Technology Law, with the aim of defining the legal scope of
social networking sites, and accordingly defining the limits of legal responsibility for social
networking platforms for the illegal content they contain, according to what is stipulated in Arab

legislation, especially Algerian legislation, which is the goal of this study.

Keywords: Social networks, Algerian law, legal protection, child protection law and information and

communication technology, legal responsibility.
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Abstract:

This theoretical study explores child grooming on social networks as one of the most
alarming forms of criminal exploitation of the open digital environment. Social media platforms
have become fertile grounds for luring and manipulating minors through communication

mechanisms that are difficult to monitor both technically and legally.

The research aims to provide a comprehensive conceptual and theoretical analysis of the
phenomenon by identifying its nature, mechanisms, and enabling factors, with particular focus on

the technical and social environment that facilitates online grooming.

Adopting a descriptive—analytical approach, the study relies on the review of academic
literature and international legal frameworks related to child protection in the digital sphere. The
theoretical framework defines key concepts such as grooming and cyber exploitation, highlighting

how the open nature of social media—characterized by anonymity, easy account creation, and
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recommendation algorithms—empowers offenders to build deceptive relationships based on trust

and psychological manipulation leading to exploitation.

The study examines the stages and tactics of grooming, the technological and social
contributing factors, and the psychological, social, and legal impacts on victims. It also discusses the
relevant legal and regulatory frameworks and the challenges posed by jurisdictional diversity and

weak international coordination.

The findings emphasize that combating this phenomenon requires a multidimensional
approach combining technological measures, strict legislation, digital education, and awareness
programs targeting children, families, and schools, along with stronger cooperation between
governments and social media platforms. Finally, the study recommends further research on

grooming patterns in Arab contexts and the effectiveness of current digital prevention strategies.
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Abstract:

Educators agree that today's child is attached to digital technology and surfing in cyberspace
to the point of obsession or addiction sometimes, and although it has undeniable benefits that benefit
him, it constitutes and includes a real danger that threatens him through its exploitation to incite him
electronically to commit acts of immorality and prostitution that push him to fall into the trap of
deviation from an early age, which requires the provision of criminal protection for him against this
crime, which is what we tried to research into the availability and sufficiency of this protection for the
child in Algerian legislation, relying on the analytical method as the main method and the descriptive

method as its servant, to conclude through this research paper with a set of results and proposals.

Keywords: Criminal protection - child - electronic incitement - debauchery and prostitution —

Internet.
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Summary:

This presentation aims to address the international legislative protection of the child
from the risks of crimes related to the Internet. With the development of communication
devices and the widespread use of the Internet and electronic tools connected to it

certain criminal behaviors have also evolved and are now being committed through these
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electronic means, Since children today are among the most attracted groups to Internet
use, they are consequently the most exposed to risks and violations that may affect their
privacy, dignity, and even their property. This is especially concerning given that this
category is less mature, aware, and conscious of the dangers of the digital environment
and the crimes associated with it, Therefore, this presentation will focus on the
international legislative protection of the child from the risks of Internet-related crimes.

Key Words: International Legislative Protection, the Child, Internet Risks, Cybercrimes
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: Abstract

The child is the important link in the chain of family and societal construction alike; therefore, he

mus be surrounded with the utmost care and attention so that he can enjoy the right to physical and
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mental growth in a natural and smooth manner. The family, the school and society as a whole have
another obligation, which is continuous monitoring and direct communication with this group so that
the latter do not fall victim to serious crimes through which they are abused and exploited. Especially
with the rapid digital development witnessed by the internet, this calls for sounding the alarm and
being aware of such dangerous criminal behaviors that affect our children. This can be achieved by
intensifying prevention of forms of child abuse and sexual exploitation in the digital space, on the
one hand, and by providing legal mechanisms to protect children from all uses of virtual world

networks, on the other.
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Abstract

This study examines the legal protection of children from cybercrimes under Algerian legislation,
within the context of rapid digital transformation that has made children among the most frequent
internet users, exposing them to emerging criminal threats that exploit their vulnerability and limited
experience in the digital space.

The study concludes that the Algerian legislator has devoted significant attention to protecting
children from these crimes through Law No. 15-12 on Child Protection (2015), Law No. 09-04 on
combating crimes related to information and communication technologies, and successive Penal
Code amendments that criminalized various forms of these offenses including online sexual
exploitation, electronic blackmail, online sexual harassment, and child trafficking and recruitment via
the internet.

The legislator imposed deterrent penalties with aggravated sentences when victims are minors, and
established institutional protection mechanisms including the National Authority for Child
Protection and Promotion, the Central Service for Combating Cybercrimes, and the National Cell for

Protecting Children from Online Exploitation.
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However, the study revealed certain gaps including the absence of a unified cybercrime law, failure
to explicitly criminalize some modern offenses like cyberbullying, insufficient technical training for
law enforcement personnel, difficulties in establishing digital evidence, and limited awareness and
prevention efforts.

The study recommends enacting a unified cybercrime law, enhancing specialized training for judges
and judicial police, intensifying awareness campaigns, incorporating internet safety education into
school curricula, and strengthening international cooperation in combating these transnational
crimes.

Keywords: Legal Protection, Child, Cybercrimes, Algerian Legislation
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Summary:

The appearance of the Internet has caused tremendous effects in all global societies, as these
influences have all the age groups without exception.

However, among the most affected groups in this communication method is the children’s
category, due to the nature of the wrong and negative use that leaves its effects on physical,
psychological and behavioral health for children.

However, there are means, social, legal, and technical methods, what we can limit from these
negative effects of the Internet on children.

Key words: Internet, child, internet risk, legal means, child protection.
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Partnership Between Civil Society Organizations, National Authorities, and UNICEF: A

Reading of the Algerian Experience in Building Civil Society Networks and Promoting

Children's Rights in the Digital Sphere

TAKKI MEBARKIA 2LS)les (AT ruallly @]

"L e piole 3w ialall 45,0

(ple 0538) lyly LYl Bain i pmsmiil

Qs g Gyl edid) s dd) Al tdanlnd) Auwpll
takki.mebarkia@univ-tebessa.dz iy ASI¥| syl

0655716276 :casl ]l @3,

SOUAD MEBARKIA LS5lee sl :allly @)
Al aglally Slicedl Ogilall i jaimses /o])538s Al idelall 445,11
Sl @ledl o1/ a cn ol Aasle taslodl ducsl
sl Asgill) Slalyll piee  pill
mebarkia.souad@univ-oeb.dz (S AT

sl

Losss ¥y cBmill ol c¥€99 Al ol il Mg ol patzmll oy 381,401 51901 cliSas Al ol sia 29,3
42939 Pl A3L89 IS e Ly § 4,5 15)) AymilU 855 50 86158 s cApad ) Ay Jalatl Bles (3 cdunss]!
Jodl SN e A8yell 3llats sl uiudl pusilly (eleall uldly (o yally cbmetll o Mmiaoly (Apady Ay
Soilall SY1 Gaye ae @l Bleadl @ Labss @ el e JlbYl Adlud oladl ulally
dl Yooy ABLeYl 695 JLLYE aadl el Lalsdl wlyaldly «olSl,adly Gauddll 73l «guodlly
ool ALLE 1T ol gy Tyt 24—12 el daisy Sslaslws 23 gdne
(ALY Badaze SEadl il ccaudisd) (Gl aeizmll (@Bl Jaldl Gles> e liall LS
Ak d, Ul

Abstract:
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This paper aims to deconstruct the roles of partnership between civil society, national authorities,
and United Nations agencies, particularly UNICEF, in protecting children in the digital environment.
It provides a focused reading of the Algerian experience in building prevention, reporting, guidance,
and digital literacy networks, while highlighting challenges, opportunities, measurement
mechanisms, and sustainable expansion approaches. The paper proceeds from the international
framework and guiding standards for children’s online safety, then contextualizes them within the
Algerian setting by presenting the legal and institutional framework, coordination models and
partnerships, and specialized initiatives for vulnerable groups such as children with disabilities. It
culminates in a policy and implementation matrix spanning 12—24 months with measurable

performance indicators.

Keywords: Child digital protection, civil society, UNICEF, Algeria, multi-stakeholder partnerships,

media literacy.
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Abstract:

The Internetis a double- edged sword .there is no doubt that it offers great facilities for individuals to

access information in various fields , however, it can also become a curse if used in a negative way .

The Internet is one of the main tools through whitch children comunicate , as it is full of websites
containing information and matirials usful for thier studies .Yetitis not free from sities that may harm
this sensitive and most vulnerable group , making them easy targets for online predators . This

exposure places children at great psychological and moral risks .

For this reason , specialists and experts in child affairs emphasize the importance of supervision , as
studies have shown that a large proportion of children browse the Internetin cibercafes and at home

without any parental monitoring .

Consequently, the Algerian legislator has addressed this issue through new laws specifically related
to children and information technologies .therefore, this study aims to examine the following

problem:

In light of the repid increase in excessive and negative intrnet use by children , have national
legislation succeeeded in providing protective laws of children against cybercrimes that threaten their
safty and future ? what are the prevention mechanisms and strategies to combat cybercriminals who

exploit children ?.
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Abstract

The digital world is witnessing rapid transformations that have made the child part of a complex algorithmic system
that reshapes his awareness and behaviors, while simultaneously exposing him to unprecedented risks affecting his
privacy and digital identity. This paper aims to analyze the impact of artificial intelligence on the child’s status within
the digital environment and to assess the effectiveness of national and international legal frameworks in ensuring
his protection from informational exploitation and harmful content It also seeks to highlight the shortcomings of
current legislation in the face of challenges such as data collection, behavioral targeting, and the threat of Deepfake .
The study concludes with a call for the adoption of a comprehensive approach that integrates law, digital education,
and technological ethics in order to develop a “National Charter for the Protection of Digital Innocence”, which
ensures a balance between the right to connectivity and the right to safety, and turns artificial intelligence into a

tool for protecting the child rather than a means of violating his privacy.

Keywords : Artificiel Intelligence Child Protection, Personal Data, Digital Space, Digital Innocence.
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Abstract: This article aims to highlight the importance of using modern technologies such as
laptops, smartphones and PlayStations for children, in addition to avoiding their misuse of social
networks and watching electronic games, which calls us to study all those risks from the perspective

of Islamic Sharia in general and Islamic jurisprudence in particular.

Keywords: risks, internet, children, protection, Islamic jurisprudence
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Abstract:

Cybercrime is one of the newest forms of crime, parallel to traditional crimes. The early 1990s marked a
turning point in human life at various levels, a result of the major changes brought about by the political, economic,
and social realities of the period at the local, regional, and global levels. "Cybercrime" emerged on the international
scene as one of the repercussions of globalization. This necessitated the concerted efforts of the international
community, in cooperation and coordination, to address this type of crime, which varies in its nature, methods of
execution, and even its harmful effects.

Keywords: cybercrime, international cooperation, challenges, cybersecurity
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Protection of a child from the risk of sexual exploitation via the internet in Algerian legislation
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Abstract:

With the development of modern technologies for communication between groups of society, especially
through the internet, many crimes have emerged, especially those related to the proliferation of pornographic sites
displayed intentionally with the aim of corrupting society, perhaps the most prominent of which are those related
to child sexual exploitation, as they are easy to access through surfing the internet, as well as the child's lack of
awareness of their risks for his immaturity physically, mentally and even psychologically, perhaps the most

prominent of these crimes; those that incite or attract a child to commit acts of a sexual nature by any means.

Therefore, it was necessary for the legislator, whether national or international, to think about finding ways
and means to protect the child from various such crimes. therefore, the International Convention on the rights of

the child was issued in 1989, which is the first convention on the protection of the child from all forms of
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exploitation. its Article 34 stipulates that States Parties undertake to protect the child from all forms of sexual
exploitation and sexual abuse. this is the approach taken by the Algerian legislator both when the child protection

law was promulgated in 2015 and when the Algerian Penal Code was amended.

Key words: Sexual exploitation, child protection, Algerian legislation, internet.
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Abstract:

The study aims to highlight the crime of child sexual exploitation through electronic media, with a focus on
the impact of the rapid development of artificial intelligence technologies in creating new forms of these crimes,
such as the production of fake sexual content and the luring of children through digital characters and smart
applications. The study reviews the conceptual and technical framework of the crime, illustrating its various forms,
from incitement to the production and distribution of pornographic material, and demonstrates the serious risks
this phenomenon poses to children and society. It also analyzes the Algerian legal framework for child protection,
through the Child Protection Law and the Penal Code, while pointing to the legal and technical challenges in
practical application, such as difficulties in digital evidence and legislative gaps. The findings indicate the need to
develop technical capacities and specialized human resources, enhance digital prevention and awareness for
children and families, and conclude that combating these crimes requires a comprehensive approach combining
legislative updates, training of judicial and security bodies, network security, and international cooperation, to

ensure effective and sustainable protection of children in the smart digital environment.

Keywords: Child sexual exploitation; cybercrime; artificial intelligence; digital pornography; child protection;

Algerian legislation; international cooperation.
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Abstract:

The issue of international cooperation in combating cybercrimes against children has become a growing concern
for the international community, given the seriousness and transnational nature of these offenses. The protection
of children is no longer confined to the physical world but now extends to the digital space, which has become
fertile ground for exploitation and abuse. This study explores the mechanisms of strengthening international
cooperation in this field through two main dimensions: the first focuses on international coordination mechanisms,
highlighting the importance of adopting a unified global convention to combat cybercrimes against children; while

the second emphasizes the role of national frameworks as a foundation for international cooperation, particularly
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through the adaptation of domestic laws and the enhancement of technical and human capacities, The study
concludes that ensuring effective protection of children in cyberspace requires a comprehensive and integrated
vision that harmonizes national efforts with international initiatives within a coordinated institutional system that

guarantees a safer digital environment for all.

Keywords: International Cooperation. Cybercrime. Child Protection. Enhancement approaches.
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Abstract:
Cybercrimes are among the most important and dangerous crimes in general, and the

phenomenon of cybercrimes against children is more widespread, due to the vulnerable segment to
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which they are exposed on the one hand, and the difficulty of confronting them on the other hand.
Perhaps the reasons for this include the weak and irresponsible role played by the family, especially
in Arab societies, including Algerian society, with regard to caring for and raising its children according
to religious and societal values, imposing strict control over their behavior, and the weak effective
role of society with regard to awareness and awareness campaigns about the dangers of the Internet
on children.

Moreover, the continuous development of technology, and the resulting complex
technologies, such as artificial intelligence and its systems, are taking place amidst the failure of child
protection mechanisms to keep pace with this development and the rapidity of its emergence. This is
especially true given that the internet has become accessible to all, with free sites that spread
immorality and gaming sites that harm children in particular, physically, psychologically and
mentally.

National and international efforts to protect children from the dangers of the internet remain
inadequate, given the tremendous acceleration and remarkable development of technology, the
risks of which are difficult to predict.

Keywords: child, internet, risks, technology, protection.
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Summary:

With the spread of the information and communications technology revolution and its misuse, criminal
methods have evolved, contributing to the emergence of a pattern of crime linked to digital technology. Cybercrimes
have become one of the most pressing issues that countries are keen to address. This phenomenon has become a
real threat to society, as it is easy to commit. In addition to its transcendence of national borders and the spread of
its networks globally.

As a result of the negative effects of cybercrime, especially on children, the Algerian legislator has paid

attention to the latter and stressed the need to suppress it. This is done by establishing the necessary legal
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frameworks to criminalize and punish anyone who exploits information media to threaten national security. And
those that target children, threaten them and expose them to danger.

The importance of the topic is highlighted by researchers’ keenness to shed light on cybercrime against
children, as a result of its escalation in the social environment and the increasing dire effects that have impacted
society’s stability and security.

Thus, the effectiveness of Algerian legislation in achieving objective criminal protection for children from
cybercrime will be studied by examining a set of legal texts dedicated to the protection and safety of children in the
virtual world. In light of the escalation of these violations in cyberspace and the resulting challenges, the following
legal question can be raised: How adequate are the substantive criminal provisions to protect children from
cybercrime?

This research paper addresses the definition of the concept of cybercrime against children and its elements
firstly, Then the criminal penalties stipulated for cybercrimes committed against children secondly.

Keywords: cybercrime; elements; punishment; child; internet
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Abstract:

With the need to compare the efforts of the state with realistic statistics on the risks to which the child
is exposed, which translate into frightening figures which indicate the insufficiency of the legislative
texts or theirinadequacy with the reality of the life. Law No. 12-15 aimed to place the child in a strong
protective legal position due to the new dangers that have become a target for him in the last

millennium of what has become a small village in the world.

Thus, this research document has come to shed light on the extent to which the Algerian legislator has
developed texts that take into account the new environment in which the child has locked himself in

order to protect him.

Keywords: child, protection, criminal risk, law, electronic environment.
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Abstract:

The tremendous development in social media networks has led to the emergence of new and
multiple patterns of crimes that violate the sanctity of persons, especially sexual crimes against
children, by exploiting them in displaying pornographic images that violate modesty and public
morals. This requires keeping pace with this through objective and procedural legal texts to address
these different patterns of crimes.

Keywords: child, social media, protection, criminal risk,
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Child Legal Protection against Sexual Exploitation Crimes through the Internet:

A Comparative Study of the Penal Code and Law No. 15-12 on Child Protection
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Abstract: The crime of child sexual exploitation via the Internetis a new phenomenon that has spread
rapidly due to technological developments in modern communication methods, the speed and ease
of dissemination they provide, and the difficulty of monitoring and proving them.

The importance of this study lies in its examination of a crime that affects children and their
future, leaving behind psychological, health, and social repercussions that may remain with them

throughout their lives, threatening the family structure, its security and stability, and society alike.
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Furthermore, these crimes are committed online, making them easy to commit and conceal, as well
as making it difficult to track and apprehend the perpetrators.

This study sought to clarify the forms of online sexual exploitation and the legal protection of
children against them, based on a comparison between what is included in both the Penal Code and
Law No. 15-12 on Child Protection.

The study concluded by stressing the need to focus on raising awareness of this type of crime,
and the need to train and increase the efficiency of workers in investigating and controlling these
crimes in line with technological developments in modern technology, and the need to impose
stricter penalties on perpetrators of this crime.

Keywords: Child, online sexual exploitation, protection, Penal Code, Law No. 15-12.
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Abstract

The computer, the mobile phone, the digital device, has become one of the necessary electronic
devices in the life of modern man, since in the recent past it has been classified as a luxury device for
him, and itis currently difficult to dispense with it after he became his career and Scientific and related
to it, both through the work of all administrative and research through them, and thus contributed to
these devices in solving many of the problems that the individual received in his life, in addition to
gaining a lot of time and effort in many areas and areas.

And since these two devices have many and countless benefits, both at the same time and in return
for them have a lot of damage and negatives that are countless, too, in the case of the use of the non-
legal permissible, as the courts have become full of a lot of Issues and conflicts because of their use in
infringing the private lives of individuals through the use of social networking sites or their use in
another area.

Keywords: Crime, Systems, Informatics, Electronic, Processing



2025 padgi 05 a gy

A9l Ay o add! :JLab¥ly g AT HLasy|

Aas,S i85 cuallly el

Jladl qdaadl Sl palall 2,10

Jlec¥l 0gil8 1 yaymsedll

SO B PSPNTEP S P EIRE Y-S [ W g PWES I - DI 3 {
0662443304 :asl ]!

k.barket@univ-bouira.dz: i ASI¥! as

LY ALY (gp09 il HLas¥l 8 ylend S Slriie e M lis JULY puay pasls
Js339 ¥ A8t alustul st o Sl 0B ol Lt @il Byglas o LML (e gl g
Laj ol caliin Byl pe Jaall paotins «oge yiadl ot cpdd] JULY Balsg L Craasiiad| s anen
lape ol Byleadl (oyiay padizs ooy @ o 06 3 Sz Joe 1038 e bamew by dlal ol Jalall s
Lot lgoyaT 18y cduen) ey Lt glingl § l9rminl ud mquedsl lotzmdd Aoy, adl ae dladi¥l oo
G Ll oo palstll iy w8y il Gle Il (e oyl b (Pl I YN JICAT (o Lans g o pially
el il e ooyl L@l a5yl g Al

o0 e I Ayl claagall all @ e AT Jilugl alasrul bl g ASIYI HLas Yl duady
el Aydiy lmitie (o yal Ao gt Bgwo Gig ASTY slasll ool wald (Jalall § Jiets an Ogaszll Lgl
ol g Jaially yaudl slic LizgloiSall Lagle @iydg aildl 5 GALLI Lody caud cdlally (o sall (g3l
sda 3 plall alo¥l mllal et oSlls Lol salsmd olass! clillay dlaly adully cslal Gas
O95q 489 Bylatus dpased Jomily BT § boyoall O 5liely (il sda Sldl ciagmy Wby el lell
Al gialy pgdy o) a8kl gols () ells pe (gy51 9o @ pude
(Jabatl calasly les (g ASIYN 5ylill cmanll Jaladl - dlly ol desyor 18 Lial) oLedSd

Resume : Les enfants sont considérés comme une proie facile a travers les pages web des trafiquants
de la traite des étres humains et des promoteurs pornographiques, et il est devenu évident que la
gravité des crimes de traite a augmenté avec I'expansion de l'utilisation d'Internet et 'entrée de toutes
les catégories d'utilisateurs, en particulier les enfants qui sont trompés et recrutés a des fins de
prostitution ou dautres activités illicites, se retrouvent détenus dans des conditions déplorables et
inhumaines, ont été violés, battus et ont subi dautres formes d'abus physiques et mémes privés de

soins, peuvent étre élimines dans les rues, apreés la fin d'objectif de leur utilisation.
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Le commerce électronique chez les enfants signifie 'utilisation de moyens électroniques pour
conclue des transactions commerciales, dans lesquelles les criminels visent a vendre les biens d'un
enfant. L'espace électronique est devenu un marché ouvert pour la fourniture de produits humains
soumis a la loi de l'offre et de la demande, dans lequel I'acheteur et le vendeur leur ont fourni la
technologie de déplacement, de mobilité et de gain de temps, et sans réunion et paiement par carte
de crédit, les barriéres du temps et de 'espace ont disparu en faveur du crime organisé dans ces
pratiques, et savérent donc difficiles a prouver.

La problématique de la recherche est: Quel est le concept du commerce électronique chez les
enfants et le mécanisme de protection prescrit pour I'enfant victime ?

Mots-clés : crime de la traite des étres humains- enfant victime- commerce électronique- protection

et équité de I'enfant.
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Abstract:

Despite the serious threat posed by modern technology to the child’s right to privacy, as it
facilitates the monitoring of communications, the misuse of images, the disclosure of personal
information and data, and their rapid transmission and circulation, this influence has, on the other
hand, contributed to defining and limiting aspects of the right to privacy. The Algerian legislator has
regarded the child’s right to privacy as an extension of human dignity and as the cornerstone in
protecting the child’s personality, both in the physical and digital spheres.

Keywords: The child's right to privacy, right to privacy, right to image, right to personal

information, Crime control.
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Abstract:

Cybercrimes against children are a dangerous phenomenon that has witnessed a frightening
growth in most countries of the world, including Algeria, as they constitute a blatant attack on the
dignity and physical and psychological integrity of an innocent segment that represents the future of
society. Given the seriousness and extreme sensitivity of this phenomenon, the Algerian legislator
intervenes under penal provisions distributed between general and special laws to monitor the
elements that make up this crime and the penalties applied to its perpetrators In order to control it
and limitits rapid growth and spread, on the one hand, and to achieve general deterrence on the other
hand, unfortunately it has not had the expected effectiveness in providing the necessary protection
for children from all forms of these crimes, which requires diligence in reviewing the existing legal

frameworks.

Keywords: Cybercrime - penalties - children - deterrence - protection.
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ABSTRACT

Child protection is the cornerstone of any society that aspires to progress and prosperity. Childhood
is the foundational stage for shaping the future generations. In Algeria, the legislator places
paramount importance on ensuring the rights of children and providing a safe environment for their
growth and development. This is achieved through an integrated and continuously evolving
legislative framework. This framework is not limited to the domestic sphere; it also draws on Algeria’s
international commitments and universal human rights principles. The aim of this legal framework is
to protect children from all forms of violence, neglect, exploitation, and abuse, with a focus on

guaranteeing their fundamental rights to life, identity, education, health, and social protection.



2025 padgi 05 a gy

Sl aayadll 3 Ao ASINI @iyl (o Jalall Ayland 8,500 LYY

6lygaSs Adls: dpelall 4oyl

Slal 0gld: jaazd

- Bodmdl A8- 5,8y s dame Aaals i duwsll
sabrina.cheriet@univ-biskra.dz : iy AST¥| sy

0793457935: casl | 8,

=139 Ao 1 calll 9 !

81y538s Adls: Agalall a4yl

Sywl 09381 aym 23l

- Bgdmdl A8 5,y jun s dams Aaals i duwsll
nacima.ouzani@univ-biskra.dz ;g ASI¥| Ll

0698688300 : a3l ! 3,

fuadela

Slodsg Lilze ope dazmi Lo @yl g« salglall oo dpiall Hols ey Luill 2o o IgiSEl ilyglaill
iz 3] cells e Jlta 5yl eyl Dady o laliey culias Jlal) (3 3,8 ctngdl Bledl i
e JLdl QISEY Al wliall paay dlizad potie sbad J) A8,all Jass holsilly elatld Al 30
plaseial e LA e JLEY Blas g AT @il ol daye culiall AST (e JLab¥) ol (ol e, dia
Mo Bora elar B 2 7Ll 1da sloa¥l Jelatlly 48lly pulasll (o168 4l Sl
Ul 3309 gtunly (guwdidl mpal due Lo Badaie Bylay e Matud Gau cuddl Uil slaall opzl
sda Lylest S5l 8y 9540 (5535l g3adl Dol sl Hlolsekl sia alel caaizll J51s edudl cages e
32523 p LamdlSag A9 ASIY @Szl (oo A8l ] B Aoyl lan i (s ] 4ld cAsludl 22401
dos LS ctatsll clindly narbatll cilucuwglly joadl s Lol e A ly lidggans (o 5ds Loy Gigslall HUY!
Aol Aylie Hlb) 3 ¢ @3, laall Jbleo oo JLAbY Llas (asas Aojle Auialy Al sl 18] e
el Auedy Ay § il Bgimd Ugumg JHloglall 3l Baaans (g sl Glaally (L8 ,01s e sall (o s
(Sl gyl g ASIY Aol e Y] A« Jalall Byles s Liall Lo

Abstract:
The rapid technological developments of recent decades have led to the emergence of
numerous phenomena which, despite their advantages and services that facilitate daily life, have also

produced serious challenges and risks. The Internet is the most striking example of this duality: once

"Jgallly a3l ol dig AT @il y2dl oo Jalall dgilall BLezel) g (aogll il


mailto:sabrina.cheriet@univ-biskra.dz
mailto:nacima.ouzani@univ-biskra.dz

2025 padgi 05 agy "Jgallly a3l ol dig AT @il y2dl oo Jalall dgilall BLezel) g (aogll il

atool for learning, communication, and knowledge exchange, it has become an open space exploited
by criminal groups to commit illicit acts. Children, in particular, have become the most vulnerable
targets of such cybercrimes due to their increasing use of digital tools for education, entertainment,
and social interaction.

This uncontrolled exposure has made them easy prey for cybercriminals who exploit them in
various ways, posing threats to their psychological and physical well-being and negatively impacting
their healthy development within society. In light of these growing dangers, the Algerian legislator
recognized the urgent need to intervene to protect this sensitive group. Consequently, strict laws were
enacted to prevent and combat cybercrime, while strengthening the legal framework to impose clear
responsibilities on parents, educational institutions, and relevant authorities. Furthermore,
preventive and security measures were established to ensure the protection of children from the
dangers of cyberspace, within a comprehensive approach that combines awareness, supervision, and
deterrent sanctions - all aimed at achieving information security and safeguarding minors’ rights in a
safe digital environment.

Keywords: Child protection, Internet, Cybercrime, Algerian legislator.
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Summary:

In light of the growing digital economy, certain forms of profit-oriented “digital labor” performed by children have

emerged. However, the application of traditional international and national child labor regulations reveals clear

legislative shortcomings, as classical labor laws were designed to govern physical or industrial work and were not

prepared to regulate newly developed virtual activities. This situation calls for urgent legislative intervention to
ensure adequate protection for this vulnerable group.

Keywords: Child — Child Labor — Digital Economy — Social Platforms — Protection of Minors.
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Summary

Given the seriousness of cybercrime in general, and its risks to children in particular, the Algerian
legislator was required to introduce amendments to a number of legislative texts with the aim of
ensuring a safer environment in the face of negative use of the Internet. Taking into account the
international agreements it has ratified, including the Convention on the Rights of the Child,

enshrined in the Constitution and included in Algerian legislation, it has established a legal
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framework that is compatible with the specificity of this crime and combines procedural rules
complementary to the Code of Criminal Procedure with preventive rules that allow for monitoring
Early detection of potential attacks and risks to which a child may be exposed while using the Internet,
and thus rapid intervention to identify the source and perpetrator.

Keywords: Internet, cybercrime, child protection, Algerian law.
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Summary

in the modern era, both in terms of the individuals who commit it and in the method of committing it, which is
represented by the use of the latest technical and technological advances in the service of crime. The twentieth
century was marked by tremendous technological inventions, perhaps the most important of which was the

emergence of computers and digitization.
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The current study seeks to define the nature of cybercrime through its concept, types, characteristics, causes, and
effects, and the role played by the family as an effective and pioneering social institution in the process of guiding
and directing its children within the family. This is a descriptive and analytical study, and it attempts to answer a
primary question: "What are the most important strategies directed by the family to guide and direct its children to
protect them from cybercrimes?” The study aimed to identify the means and methods used by the family as an
effectiv

Keywords: Cybercrime, family, family counseling and guidance, family strategies.e institution in combating

cybercrime in society..
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